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Ah/ )’e;..... an }V/n; do you
Think of the Sfory?...

8 [ don't know... It cerf&/n/\g
slrikes me as sfranye,

bul in the end it could Just

be a mere coincidence...

‘ 28 - - 3 == \
hlour...Et...Que pensez -

vous de cette histoire?. . .

—

enfin,crest peut-éfre une
simple coincidence. ..

[ Je ne sais pas...Cela me pa-
rait étrange, bien sur, mais

[ 4

O dQ

{



No, no, there's more to it than
a mere coinciqence...

s

No doubt you're 7‘/;9/17‘, but
how can one prove i1e...

Arzq’f/'rsf of all, what is

This mysfer/'ous ilInesse...

@ 2dz LINR DS

A\

| /Von,n, il y ala plus

— e ol

qu‘une coincidence. . .

Jdans doute avez-vous raison,
mals comment le prouver?...

=\[t d'abord, guelle est cette
mystérieuse maladie?...

YY:



Deciphering the Philosophers’ Stone: how f ;
we cracked a 400-year-old alchemical cipher 4 ¥

| PPN G N
British library
Ichemical knowledge could be so important it required th
ryption?

LE, What se e
X (Twitt sophistica enc
n " 4
The setting was Amsterdam, 2019. A conference organised by the Society for the

History chemy and Chemistry had just concluded at the Embassy of the Free
Mind, in a lec hall opened by historical-fiction author Dan Brown.

At the conference, Science History Institute Postdoctoral Researcher Megan
Piorko presented a curious manuscript belonging to English alchemists John Dee
(1527-1608) and his son Arthur Dee (1579-1651). In the pre-modern world,
alchemy was a means to understand nature through ancient secret knowledge and [ osure statement

chemical experiment.
Megan Piorko receives funding from the Science History Institute.

A 10 August 202t My ¢Cryptodiagnosi@ T papeg
published inHistoCrypt2021 proceedings

A 20 August 202t DennisMcDanielone of 1992 NSA
K1-3 solvers died at 81

A 29 August 202, | solved a Porta cipher published in
HlstoCryptHnHM LIN2 OSSRAY3Ja a!
I aKFENBR y20S0221 2F W2K

A 4 October 202%; | published my third, most recent,
K4 VimeoXoutubetalkd wS YA Y A aO0OSy OS a

M“‘m

> Pl 0 s01/62



2022

A January 2022 C NJ y' 1 wdzo Ahy/é 0 ! LIdzo faiCa D a
[/ NELIWU23INYLIKeY [/ ALKSNRZ FTNRBY {
https://www.manning.com/books/secrekey-cryptography

A Marchb 2 3SYOSNJ HAHHD® az2daKS wdzmAy o! /! £¢1.
books toarchive.orghttps://archive.org/details/@moshe_rubin
A GotSYSYydlINE / NBELXi23aINILKe YR / NBLIGIFY L &a s
A G/ NBLIG2ANILIKSNE 21&8¢ 0& . N}FRFTZNR | NRAS B
A a{2tfFAy3a /ALKSNI t N2of Syaé o0& CNIYy|l [SoA3

A 2 June 2022 | played withGR® (2 &/ NBFGS ¢t € SO 0GSNJ
O2YyauNYAyluaeT /KFEuDt¢ n 5SO HAHHO ! L
DunningKruger type postbttps://community.openai.com/t/create97-
letter-englishtext-with-constraints/18500Pp @ ®LINIR@A S G € 2 F HAHDN

OSUUSNJ 0odzt Ol yQu azt gS

A 21 June 2022 | gave myHistoCryptalk on K4 in Amsterdam (after Covid
postponed 2020 physical conference). Learned albpugwhitening as K4
hing gohnATukgy word 1956, Hellman DES 1979, Rivest DESX 1984 in
{ OKYSASNI mMmchhp | a GKAUSYAYITELD

A July 2022 and February 2023 visited Canberra: NKRYPT in front of
Questaconand read books in National Library of Australia e.g. David
{ Kdzft Yl yQa da!'y |yy2ul 0SSR o0AO0f A23IN} LKE

A 21 September2022E6 221 a&! LILWINBEKSYRSRE¢ o6& . Af f
(Hantmanbook cipherhttps://www.amazon.com/dp/BOBG4LG8XK

Preemphasis
Emphasis of certain frequencies (in comparison with others), before
processing, as an aid to the quality of result.

Prewhitening
Preemphasis designed to make the spectral density more nearly
constant (the spectrum more nearly flat).



https://www.manning.com/books/secret-key-cryptography
https://archive.org/details/@moshe_rubin
https://community.openai.com/t/create-97-letter-english-text-with-constraints/18500
https://community.openai.com/t/create-97-letter-english-text-with-constraints/18500
https://www.amazon.com/dp/B0BG4LG8XK

BERLIN

| and POTSDAM

2023

A 6 March 2023; NSA Dragon Seeds newsletters T Ve
published byGovernmentAtticorg G 5A L Iy 2ai L
ﬁresented asaB 0SL) AGSNI A DS LIN2POSAEa d¢
ttps://www.governmentattic.org/48docs/NSAdrago \ AN/ \k\l/M/}l EVARVATINA/ /AN

nSeedsNewsletters 197P974.pdf \

. ~ Vo \

A 29 April202% L 06 2dzZa3Kd d&. SNIX Ay ¢ \
NellesGuides (1991). Describes the main three B
clocks: Set Theory, World Time and Flowing Time
(interesting yellow/red covecolourg

A 28 May 2023 DavidVierrasolved Feynman Ciphers
2 and 3 (published in 1987) assistedAgDecrypt
https://www.reddit.com/r/codes/comments/13txikf/
solutions_to_feynman_ciphers_2_and_3/

A 24 June 2028 After HistoCrypt2023 in Munich, |
went to Berlin for one day to visit several clocks

A August 2021 and July 2023 made extensive
updates to EdcheidtEnglish Wikipedia page
https://en.wikipedia.org/wiki/Edward_Scheidt



https://www.governmentattic.org/48docs/NSAdragonSeedsNewsletters_1972-1974.pdf
https://www.governmentattic.org/48docs/NSAdragonSeedsNewsletters_1972-1974.pdf
https://www.reddit.com/r/codes/comments/13txikf/solutions_to_feynman_ciphers_2_and_3/
https://www.reddit.com/r/codes/comments/13txikf/solutions_to_feynman_ciphers_2_and_3/
https://en.wikipedia.org/wiki/Edward_Scheidt

(U) Principles of Diagnosis

(U//FO'H6) These principles of cryptanalytic diagnosis were gathered by R. Dale Shipp,
a Distinguished Member of the KRYPTOS Society (1999). Except for the first, they are
not in order of importance. Where known, the originator or popularizer of the prmc1p1e is
credited.

(U/FoEQ) A short bio for Dale may be found in the November 1999 issue of Tales of

the KRYPT: hitp://www.[Tnsa/ tos/Newsletters/ 1999/nov99 html

. (U) Lookat the data. o

Today I’'m presenting a 24 letter message that has been encrypted with a Playfair
cipher. Such a short Playfair cryptogram has never been solved before.

In December, | reported on Konstantin Hamidullin's solution of a Playfair challenge | had
published four weeks earlier. With only 26 letters, this cryptogram is the shortest Playfair
message that has ever been broken.

Playfair cipher records

Konstantin’s deciphering success was already the fifth Playfair world record set by my blog
readers. Here are the four previous ones:

* Magnus Ekhall broke a 28-letter Playfair message.
¢ Magnus Ekhall broke a 30-letter Playfair message.
+ Nils Kopal broke a 40-letter Playfair message.

* George Lasry broke a 50-letter Playfair message.



https://5099.sydneyplus.com/final/Portal/Default.aspx?lang=en-US&g_AABJ=vf+183-001
https://arxiv.org/abs/2403.17350
https://www.governmentattic.org/53docs/NSAkryptosSocNwsltrs1994-2003.pdf
https://youtu.be/jVpsLMCIB0Y
https://scienceblogs.de/klausis-krypto-kolumne/2020/01/27/can-you-solve-this-playfair-cryptogram-and-set-a-new-world-record-3/
https://scienceblogs.de/klausis-krypto-kolumne/2020/01/27/can-you-solve-this-playfair-cryptogram-and-set-a-new-world-record-3/
http://numberworld.blogspot.com/2024/06/ed-scheidts-mayan-symbols.html
https://www.reddit.com/r/codes/comments/lezmay/three_cryptograms_of_lambros_d_callimahos/
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Years of cryptanalysis
I Af dzZNBa X A

. W | i
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inscription fromHistoCryp2023¢ seems exactY like ;&%ﬁ%ﬂéz 31’1’:‘[[&’3 *“M\j@ 1 ) T e bivotet, ki
\r}ﬁv?]n?alphabetlc substitution, should be Latin, but cannot be solved. I 14 AZOr 0P 1VAN Ry, ﬁ M/JK 3 99

at is going on? : fn:: A Sipdon : TUS at g
https://ecp.ep.liu.se/index.php/histocrypt/article/view/703 H’A‘Vl" BALALO BAV’iEMA(M 9 7 il e

- Sdlaite 120
A Werner Oswald telegram (from 1937/2023 :

https://cryptiana.blogspot. com/2023/09/ete?e ramfrom-
switzerland1937. htmls)ﬁoula be transposition, Spanish

A a¢K2NPdzIK dzY Y| NB 2 Prinkeantl Zube8 f Sa G A I ¢
(2020)( Cod.Alchim 651--a cipher which looks like a
monoalphabetic substitution in a European lan uage but cannot be

solvedhttps://doi.org/10.1163/1573382300255P01

https://scienceblogs.de/klausikrypto-

kolum ne/2021/01§05/ungeIoeste/erschluesselungem-einem—
300 jahre-alten-manuskript/

A Rudolf ]l handbell cipher (c. 1600, Gannon ZQZG)scréJtlon looks

I8dza i I&éypr}]raSe IhOIO(LJ 1(.5]‘219_ od g t t2033 0S az
an esKeyphraseipher. seen in istoc
gQK%J Qyp )PAO O)\LJKS?\IIYG‘ rylg y OH
C|pher engraved |n metal

x.php/hi r rticle/view

OB
4 BV OA P A Wm, WO r;
'} PFFAZA BVA ALTINA LANOR: I E
| OBVBY B4V B OLBE ENRR (£

YRS B Q;&A

A Hantmanbook ciphers; usingKenLM mountains of dictionaries

NKRYPWMysteryTwister G A Ol y oKl @Sy Qi f221SR

P

A Perhaps | should look at alchemical ciphers when time


https://ecp.ep.liu.se/index.php/histocrypt/article/view/703
https://cryptiana.blogspot.com/2023/09/a-telegram-from-switzerland-1937.html
https://cryptiana.blogspot.com/2023/09/a-telegram-from-switzerland-1937.html
https://doi.org/10.1163/15733823-00255P01
https://scienceblogs.de/klausis-krypto-kolumne/2021/01/05/ungeloeste-verschluesselungen-in-einem-300-jahre-alten-manuskript/
https://scienceblogs.de/klausis-krypto-kolumne/2021/01/05/ungeloeste-verschluesselungen-in-einem-300-jahre-alten-manuskript/
https://scienceblogs.de/klausis-krypto-kolumne/2021/01/05/ungeloeste-verschluesselungen-in-einem-300-jahre-alten-manuskript/
https://ecp.ep.liu.se/index.php/histocrypt/article/view/690

Kryptos

Seaman M.Sc. math thesis (201~ ’

Ab20AO0OAY3 GKIFIGO da9[,hL9¢ AYLIXASR 1Sé& odzaa Kristine Seaman, B.A. 1B LI
alphabets) for given plaintext BERLIN looks like English: A Thesis
A What does a ch$quare test say about whether K4 could be English I

enciphered with a transposed English key (e.g. a transposition of the
plaintext itself; or a transposed running key) with K alphabets
Submitted to the Graduate Faculty

A The test shows the idea cannot be ruled out. duate ke
| of Texas Tech University in , %

A Thechida lj dzr NBR &adl d F2NJ 0KS daogNRy3I¢ Glof ¢ Partial Fulfillment of 0KS
the Requirements for the Degree of

alphabet = AZ, key alphabet =-&, cipher alphabet = KRYPTOS alphabet)

shows that the K4 letter distribution matches the expected letter Master of Science

distribution closely (using plain and key from English text) A |
pprove:

A Transposed English key would also make it easier to placeRi8O/T/Yien
UKS SR3ISa 2F¥ 0KS aodzZ LWdzNb FyR R
al AR a¢KS IyagSNI gAtt 0S FTFNJIY2NB | YO
ECDMRIPFEIMEHNLSSTTRTVDOHWRGB
UOXOGHULBSOLIFBBWFLRVQQPRNIEKS

Mathematics

R d | Mara D. Neusel L,J K |

Chair of Committee
Chris Monico

Lars W. Christensen

TWTQSJIQSSEKZZWATJIKLUDIAWINFEN bensr Gondon Vil
VTTMZFPKWGDKZXTJCDIGKUHUAUEKCAR Dean of the Graduate School
May, 2012

A Running key papersGriffing(2006) and Reddy and Knight (2012). 100 letter
ciphertexts can be solved about 40% of the time.
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The National Cryptologic School now offers a course in the diagnosis of manual cryptosystems as
part of the cryptanalysis curriculum. Designed to be taken after completion of Genéral Crt\gptanaly&s
CA100, which stresses cryptography and exploitation of known cryptosystems, Practical Diagnosis
CA260 teaches the diagnosis of unknown cryptosystems.

Diagnosis is presented as &tgp iterative process:

gathering the a priori information

separating the undifferentiated traffic into homogeneous sets
analyzing the sets and making hypotheses

testing and proving the hypotheses

: writing a solution report.

A popular feature of the course is that the student acquires his skills by diagnosing a variety of
operational foreign language problems from A, B, and G Groups. Statistical and computer
techniques are emphasized.

This course is scheduled to be given only once in FY73, from 118 $&v. Successful completion
of CA100 and an entrance exam are required.

5AF3dy2aAa OFNRBY b{!
{

1 os Be [=



Prmmples of Diagnosis (from NSA Kryptos society
VvSgat SGUUSNKpE  a5a BAndeE

Look at the data.

Let the data tell you what to do.

Remember that diagnosticians do not know what they are doing.
Use all of the data you can afford.

Do not worry that you will not understand the meanln% of a result from a diagnostic
run. Do worry about being able to determine the significance of an answer.

Data quality is important.

Know the quality of your data.

Believe in yourself and have confidence that you can succeed.
Put yourself in a position to be lucky.

10 Cooperate and share data and information and ideas.

11. Document and publish.

ORI

oo e



Last talk: what Is ' J b
6 ¢ N} R AGiomarkgipheré PN

Al aNdzyyAy3a (1Seé¢ aeaidSyxz o dz
numbers rather than letters

A Generate a long key without repetitions by starting
withafiveRA IA G & LINA YS NE

A¢KS LINAYSNI A& SELIYRSR G2
OALIKSNISEUG 0@ dzaAy3a aOKIAY :
ASe3Ioed a aSSy Ay UKS Tl Y2 3
08 YIKy oda¢g2 {20AS0 { LR &
TNRY a23026¢0® a2z2RdzZ 2 | RR 3
a{LRBOI GOKSNE o0& tS3GSNI 2NR
ArasS | LIXIFAY FELKFIOSG 2F ! (2

and a cipher alphabet derived from a keyword

A Described by DUMBO in 1969 and Callimahos (NSA) in
1977

b\
IS« ...
PETER WRIGHT
Former Assistant Director of M
WITH PAUL GREENGRASS




| 20 aOt 2aSe O2dzt R Yn

Gromarik?

AHow does Bayesian statistics help when you are trying to diagnose?

AC2NJ SEFYLX SY 46S &aleé auKAa Aa 20¢
just one look at the index of coincideng®.03608

Ac2 |y SELISNASYOSR ONBLIIYIf&adld ¢

A.dzi K2¢ Of2asS Oly ¢S 3ASG 02 YSI|)
UKS NMzft Sac¢ K

AThe obvious way is to combine tortured pangrams

Ahttps://davelab6.github.io/pangrams/- choose length sum = 97



https://davelab6.github.io/pangrams/

Pangram gluing

AFor example, these 97 letter texts have IC = 0.03608

AFive quacking zephyrs jolt my wax bed. Sex prof gives back no quiz with mild
joy. Schwarzkopf vexed Iraq big time in July.

APack my box with five dozen liguor jugs. Five jumping wizardbdlgxquick.
Boxers had zap of gay jock love quit women.

ABut the probability tharandomEnglish looks like this is very small
Al had to do somethingerycontrived to get this

AThe informational content of these is very snathey are very
constrained and there are very few sentences like this

Aa/ K224S8S (GKS SELX FylFdA2y GKIG 08S:



Sentence word count

A97 letter sentences have-®4 words.

A"Recollections retrospectively reconstruct experiential processes into
expressively progressive traditions."

A"All | have to do is run and eat and if | get a chance to write a blog at the end
2F 0KS RIFIé YR GFft1 G2 DSYYlF GKSy i

o

ACKS fSy3adKa F2tt2¢ | 2SAodzf RA:



G/ Fy @2dz OMP et

OV AIYIl ORALJ ~ CANYOU | .
Bgﬂield CRACK THE .

B
~ ENIGMA
A Challenge ciphers used pangrams to artificially lower the = l l ‘ H

index of coincidence (IC) to less than 0.05 n n
A How common is it to see anlatter text with IC < 0.05? F ,
A Simulate with large corpus (e.g. Project Gutenberg, u U T
books3) or synthetically .
A Approximate IC by gamma distribution R ” C "I I\n D
A http://www.mountainvistasoft.com/cryptoden/index.php/al t n
gorithms/churnalgorithm/20-churnalgorithm.html -
A "Junk jewelry jingles, jolts jerky B E l_ 'F ‘ ELD

jackanapes. Jealous jades jot jabberwocky;,
j erboa jumps jaguarundi .o

-



http://www.mountainvistasoft.com/cryptoden/index.php/algorithms/churn-algorithm/20-churn-algorithm.html
http://www.mountainvistasoft.com/cryptoden/index.php/algorithms/churn-algorithm/20-churn-algorithm.html

Proceed by elimination

ATransposition alone is eliminated

APlayfair andseriatedPlayfair variants are eliminated

A See myHistoCrypipaper for details; IC is a bit low

AWe can force a low IC by careful choice of the key found with computer, but it
Is difficult today and would have been very difficult in the 1980s, and you also
want the KR/SO/T/YBn the edges of K4 of the sculpture. Seems impossible.



Eliminate transposition and
substitution

ADFAySa O6mpodd &dzZaA3TISa0SR GKSY
low IC) may indicate transposition and substitution used

A However, my HistoCrypt 2021 paper (presented June 2022,
Amsterdam) argued against that

Al 221 Fd Hn GLASOS&E 2F Ay T2NY
BERLINCLOCK
A52Sa { OKSARG KA XxweSQa LINE
pieces of information

A Also we have extra information: the locations of the
texts, and possibly extra hint given that texts are at
positions 21/63 (starting index at 0)

Helen Fouché Gaines

CRYPTANALYSS

a study of ciphers
and their solution

19



Eliminate transposition and substitution (2)

AAssume plaintext standard alphabet and ciphertext standard alphabet

ALook atpairs of plaintext lettersg some specific subsets of then
what pairs of ciphertext lettersdo they map to?
A (why even pairg why not triples)
At KS &LISOAFTFAO &adzmasSia L 221 4G Aa LI
¢ meaning the distance between the letters is IQway 0, 1 or 2 apart
AlIn HistoCrypt2021 | looked at distance = 0
Al FOUSNI O2y FSNBYOSs t221Ay3 d RAaGlY




Stronger patterns

ASetting PT alphabet = CT alphabet = standazd A
ALook at PT letters O or 1 apart

AEga . ¢ FTNRY a.9w[Lbé FYR &/ ¢ FNRY
and BC goes to NP; distances 1 and 2

AOf these 34 pairs, sum of distances is 128; look at 128/34 = 3.76
APermute ciphertext with 24 letters, a 1 in 5,000 observation

AAlso note count of distances <= 3 or 4, & 35,00@ 0 & S NI 0 A 2
E & &0 ¢ -Z ankl BzKalpHabets)

ALower probabilities when permuting PT or CT alphabet i.e. not so
strong



aM AY opZnnne
AWhat does this mean exactly?

A276 pairs of PT/CT letters; where PT difference is 0 or 1 (i.e. same or
Immediately adjacent), CT difference is O, 1, 2, or 3 23 times

AThis is extremely uncommon in permutations of K4 CT
ACKS LI GUOSNY R2SayQi 200dzNJ gA 0K

pos 24 29 PT ST CT RR diff @ pos 24 28 PT SR (T R P diff 2
pos 26 27 PT N O CT Q Q diff @ pos 24 66 PT S R (T R P diff 2
pos 28 66 PT R PP diff 0 pos 64 73 PT B C CT N P diff 2
pos 33 34 PT S S S diff @ pos 25 33 PTTS CTV S diff 3
pos 22 31 PT E F G diff 1 pos 25 34 PT TTCT VS diff 3
pos 23 32 PT A L Kdiff 1 pos 26 69 PT NN CT Q T diff 3
pos 24 33 PT S RS diff 1 pos 27 69 PT ON CT Q T diff 3
pos 24 34 PT S RS diff 1 pos 28 33 PT RS CT P S diff 3
pos 29 33 PT T RS diff 1 pos 32 64 PT A B CT K N diff 3
pos 29 34 PT T RS diff 1 pos 33 66 PT SR CT S P diff 3
pos 64 70 PT B NMdiff 1 pos 70 73 PT CC CT M P diff 3
pos 23 64 PT L N diff 2

CT
CT
T
CcT
CcT
CcT
CT
CT
T
CT

R
T
E
A
S
T
S
T
C
B




Visualizing why this happens

ASort the plaintext letters into & order
AABCCEEEHIKLLNNOORRSSTTTT(PT)
KLNMPFGENTKVZQT@EPPRSRRSV (CT)

AMakes you want to writdMZPFKor CLOCK because the F stands out
like a sore thumb. MF much closer than QF. Adjusted version:

AABCCEEEHIKLLNNOORRSSTTTT (PT)
KLNMIFFQINTKVZQTQRPPRSRRSV (CT)




DSYSNJ GAY I I-NIRAREAYIE 1]

Ad!l £t f UKS LINAYOALI Sa AYy UKS OdzZNNBY i
binary addition of random key streams to digitalized plain language. The
blgf-name principles again aklabonacciKoken(There is also something
ca IedKokenacclcombmlr&_;he features of both) arnn?hvert_gxt autokey
{\IS¢A!1£\9(7%)8 TdkiPAd U dxda > a! | Aauz2Ne 27+ |

A"A Kokenmachine consists of a set of N wheels, each with a prime number,
q, ofgomts. The kick of each wheel is some linear combination, mod g, of,
\UNK' OI)LJ2a)\u)\2y YydzYO SNR aK2z2gAyedez2y Ul

eleru

Ad  2dzdNB J2Ay3 G2 adagl NI 2 NBISNES
and figure out, well how, how do you get that the answer ouf, of something
UKId aul Noa AY 9>P f £8cHeldROANELE | YR 9



Autokey In CIA Reading Room website

A MEMORANDUM FORC Equipment Board Members

A FROM [REDACTED]
Secretary, OC Equipment Board

A SUBJECMinutes of OC Equipment Board Meeting NG.&2

Meeting No. 276 of the OC Equipment Board was held on 13 July 1976. The following persons were
In attendance: [REDACTED]

A The second and last agenda item concerning th&8&Gryptographic system was introduced by
[REDACTED] who stated that the problems to be discussed were uncovered as a res@tof OC
attempts to get an early hdepth look at theauto-key features of this systerfREDACTED] then
proceeded to describe the general features of the84dGThe K&4 is a dedicated loop
encryption device that is P@?;t of the overaknleyprogram and features remote rekeying and
variable update. It uses thgavillefamily of cryptologic, the same used in the Vinson program.
There are three crypto variablesn update variable (daﬂ;Q, a new traffic variable (monthly), and
a rekeﬁlng variablé (3 monthd year). The rekeying and daily variables are updated manually on
site, whereas the monthly variable is usually updated electrically from the remote end.



| 246 Of 23S {(@omarkcahIw® A
get?

A Tradition: primer is base 10, length 5, use standard Fibonacci addition of first two terms.
AvdzZA 0S aYl 0 KS¥lathemalE £ ¢ FT2NJ Iy &
A Also, plain alphabet is standard’/d>  OA LK SNJ | £ LIKF 6 SG A& a1S@62NR YAES
A PT ABCDEFGHIJKLMNOPQRSTUVWXYZ
A CT AJRXEBKSYGFPVIDOUMHQWNCLTZ

A Key: ENIGMA (264351)
Primer: 23452
Transposition block
264351

E
B
K
$
K: 23452 579772664982037023072537978066

%t thereareuptotensubstitutesperletter
T: NFYCKBTIJCNWZYCACJINAYNLQPWWSTWPJQFL



Gromarkh Yy daAf AUl NB / NEIL

AGromarkI:rom f. In the case of digital U['}']ﬂﬂ&}'ﬁh‘-nlﬁ-, various methods have been used to produce an expanded

ACA DU M BO 196 key from a shorter one. Several examples will now be cited.
. . (1) The method in subpar. d, above, may be adapted so that from the key word CHRISTMAS
AHere eXplamEd IN the basic lnumari{tul key 236]1?9518 irs expanded i1:|11:u the 45-digit seuuenc|e 23647095 1|2|2 3|
2364|123 64795|236|23647|236479518236479. Or, this 9-
],'977 r oy digit basic key may be expanded into an 81-digit key by tying together 9 cycles of the basic key, beginning
op:enianomg: U with 182364795/236479518/36. .. and ending with |95 1 8 2 3
é A u K 0| N\Hz 6 4 7. Or, again, the 9-digit key may be expanded into a 90-digit key by adding 1 to the digits of the
— 2 “ basic key at the end of each cycle, so that the final key will be 2 36 4795 18|32 4758

O 2 YO)\Y' U o629/a5. .

A 4 (2) Another method for producing digital key is by a “Fibonacci series,” * which is a series or se-
(X_ Y W . t ¢ h quence generated by the successive addition (almost invariably mod 10, or, in certain specialized usages

glve numerlcal keV mod 2) of pairs or larger combinations of elements (usually adjacent), beginning with a specified initial
+ key number. Thus, in its simplest form, if the initial key is the dinome 01, we can generate the Fibonacci
Of 1473 625 sequence 0112358314 . . . , which has a cycle length of 60. If the initial key is the pentanome 00001

expand to 28 dlglt and the rule of combination is a+b=f (i.e., the sum of the first and second elements of the sequence

sequence
114736214/73141
47362514/36147
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A2l a GKSNB | YAadlr1S YIFIRSZ 2NJAa | aaftA3akdaeg
A How realistic is it we can guess a method given only 24 letters with matching positions?
A What if we forced the PT alphabet to beZ&

A How many of the 24 letters can we match (in sequence?) wit! &éy?

A9 o HM f SGOSNARA FNRBY GKS ONAO®D® / ALIKSNI at ¢ ySBRa
alphabet https://kryptos.richardbean.id.au/gromark.htn{Sep 2018)

Alf a2 OALIKSNI aYe¢ YSSRa G2 YI LI 2 EiEd Aqf (oA LgE | YN TBINGE

ABCDEFGHIJKLMNOPQRSTUVWXYZ
LAMKFYGNHXIZBTQCDPUVSROJWE

EASTNORTHEAST BERLINCLOCK
0030100202321 61085000... SUM = 34
FLRVQQPRNGKSS NYPVTTMZFPK


https://kryptos.richardbean.id.au/gromark.html

Questions arising

ALT HUOQHEINY | f LKI 0Sqbaseyskt least 12likelal f
Ot 201% G2 KAG +Fff Hn fSHGSNRAD | I

A How is the method so simple th&aiR/SO/T/Y®F Yy 6S £ OK2 & ¢
locations? Why do PT letters KRYPTOS appear to moveMidtlerfia)?

A What about autokey? Two major variants are PTAK (plaintext autokey)
and CTAK (ciphertext autokey)

A If we assume CT alphabet = PT alphabet = KRYPTOS alphabet as in |
K2, the implied key is
A RDUM RIYWO YNKY ELYOIE CBAQK
Als there anything unusual abotitis? We should be expecting
AZ2YSUKAY 3 AN} yYyR2YE dzyf Saa LISN.
give a certain pattern

Amn 2dzi 2F Hn fSGGSNAR FTNRY 4vYw
uncommon

Al dadzyS a322R FlF AU0KE LISNKIF L&
A In numeric terms from the KRYPTOS alphabet these sum to 224. If it w
AN} YR2YEéE AU ¢2dzf R adzy U2 O0nbHPpPO
to somewhat less; about 247. Call this theum

A[SGQa GAradzZ tAaS GKIG RolyRtt26AYy3

A NEW ASPECT OF

MATHEMATICAI

METHOD




GetChatGP1o help

Alf | pick 24 random values and each of the values is an integer
randomly chosen from the numbers 0O to 25 inclusive, | need to
visualize and quantify how "rare" it is if the sum of the values is 224
or less. Please writdupyterNotebook code to produce a plot where

the plot shows how unusual that value is.



Response

Frequency Distribution of the Sum of 24 Random Values (0-25)

== Target sum = 224
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The plot illustrates the frequency distribution of the sum of 24
random values, each chosen from the range 0 to 25 (inclusive),
based on 100,000 trials. The red dashed line represents the
target sum of 224.

From the simulation, we can see that the probability of the sum
being 224 or less is approximately 0.01993 or about 1.993%.
This indicates that it is quite rare for the sum of these 24

random values to be 224 or less, as it occurs in less than 2% of
0KS Ol asSa Ay (GKA& aAYdzZ FadA2y o



Summary

AThe Ciphertext IELRV QQPRN GKSS NYPVTT MZFPK
A KSume 252, top 9.5%; for whole 97 letter CT, sum = 1130, top 13%.

A Corresponding Plaintext EnglishEAST NORTH EAST BERLIN CLOCK
A KSune 210, In English: top 9.9%, in all text top 0.7%.

AlmpliedVigenereKey with KalphabetsRDUM RIYWO YNEYYOIEBAQK _
AKSunT HHNZ AY 9y3IfAAKY (2L HwmKyptossgyy® I £ GSEU
A Could this be transposed English? (e.g. as Seaman suggested)
A Chisquared tests indicate about 99.6% of English scores are lower

A But it depends on source e.g.-8tter source with lots of K¥s0 S @3 d X 0

SAYSTHEMOSTHORRIBLEWORDSPOSSIBLESHESAYSIKNOWWHATYOURETHINKINGYOUREASKING
DMYSTALKERCHECK

A Matching to English from Gutenberg/books3, best match has 22 letters in common

WAITINGFORTHEKINGTHEK] ADEXP EMBEIATEVERYTHINGWOULDBEREMIYINDA YSBUT
HEWASDESTINEDTOENCOUNTE (Gutenberg book 25275)

A This pattern is seen in botBastNortheasandBerlinCloclcribs



Consider even positions

ARURYONYEYICAK sum is 95 95/13 ¢ average 7.3 vs expected 12.5
A shuffle(pl,13,1); shuffle(pl+13,11,1)1 in 1686 (permute known plaintext)

A shuffle(k4_perm+21,13,1); shuffle(k4_perm+63,11;1)jn 1186 (permute sections of
ciphertext)

A shuffle (pl,24,1): 1 in 934 (permute all known plaintext)
A generateRandomsStrir{@4,pl):- 1 in 630 (random English plaintext)

A2 KI'i Qa KI LIISY Ay 3IK

A Are the even positions derived from a Igegword keyphrase with monoalphabgtic sub
O2VYY?2 f SGUSNAR AyYyu f SUuUSNAR _ Fd gKS au
WXYZH w,te¢eh{ ! ./ X £2. %K ¢KSYy AuQa t¢

Al Ay20eLIS f LKIFE6oSH KFa a! YSNAOIY NR2Ga&¢
A If so can we build lefor right and work out what keyword lengths would work?

A I,—IamidSamalSZOvlS) also noted that E.Y.l.C.A.K was copsistentiyi¥gImCrAcK
a3IAYONI O] SNk ¢ | [tp:/krydiaRB.id | 6 SR 1 Se g2 NR

?h nging
!



http://kryptos.ir/

Frequency

Even positions response
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Frequency Distribution of the Sum of 13 Random Values (0-25)

== Target sum = 95
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The plot shows the frequency distribution of
the sum of 13 random values, each chosen
from the range 0 to 25 (inclusive), based on
100,000 trials. The red dashed line indicates
the target sum of 95.

From this simulation, the probability of the
sum being 95 or less is approximately
0.00635 or about 0.635%. This suggests that
it is quite rare for the sum of these 13
random values to be 95 or less, occurring in
just over half a percent of the cases in this
AAYdzZ | GA2Y D



LT A0Qa | NBFf LI GGS

AElonka2006ScheidB-Roll call

| was able to be on the conference call when the
New York Times reporter interviewedXaheidt Much of what Ed said

did not make it into the article, but here are my miscellaneous notes

TNRY UKS OFtt 2y gKI U KS e¢laRsicrF a

cryptography, "not something weird".

Ai.e. could it just be pure PTAK or CTAK with random alphabets? Or
keyword derived alphabets?

AWould we ever find those alphabets?




Autokey ideas

AL ¥ A da@sical ergzdrapheould it be:
AClphertext autokey with two unknown alphabets, perhaps one KRYPTOS ;
NBEflF ISR 0R2SayQu ¢2NJ |d gAROGKA ™ 0

APlaintext autokey with two unknown alphabets, perhaps one KRYPTOS related
(ptak21¢ widths 5,6,7,9,11,12,134)
A Alternating ciphertext/plaintext autokey {@nd-p, p-and-c)

AWorking with K/K alphabet, but mono sub of plaintext with PTAKa(e,
nothing works)

AWorking with K/K alphabet, but mono sub of ciphertext with CTAa(e 10
to 14)

ACould we start with a plaintext word? i.e. a primer. Go back to Gaines



PTAK results

AForcing PT alpha = K alpha, primer length 12 works and converges e.c

A DVANMICTPIXKZLUSGYOBQHWERF as CT alphabet
A plaintext =VHPSEDHIGHSMWRIAQIOTCEASTNORTHEASTERMHIHOSTBLARETHMUSADMHUUQZERBERLINCLOCKUBIDUUHKIWSQEBSTANCELAY (

A BMZNGUFHPJRKILESDYVXQCOTWA as CT alphabet
A plaintext =

A PT alpha based on unwindkfsnor Wheatstone KEVAMTIRFWBNOJYGXCQSLPHZDU or
KAHUOFNPDLXRBIVSGQTEMZYCJW or Hannon ALWHSEPBMXITFQCNYJUGRDOZK

AForcing PT alpha = CT alpha, primer lengths 12, 13
AForcing PT alpha = CT alpha reversed, primer lengths 7, 9, 11, 13
AForcing a primer, e.g. ANTIPODES:; but unlikely to converge

A2 A0K y2 fTAYAGE 2y LINAYSNI 2NJ I LI
to be at primer length 12

AlF3 7 FyasgSNB +Ftt 08S3IAY GAGK dh:




Autokey obscure Ideas

Alt could be CTAK with very long primer. Lowest length that works Is 34
60SPIP GadzZLISNDFf AFNF IAEAAUAOSELII
cgandyeshallknowthetruthandthetruthshafiakeyoufre¢ / L! Y 2 {
49 letters

ACould be PTAK but starting at end going R to L not L to R
(8,9,10,12,13)



PTAK, what else Is left?

A Find keywords from sculpture? - f e

A Then, pick a primer length (lag) value of 5,6,7,9 and
try pairs of related alphabets (with 26 offsets) c Ol V IN G

A Or, go through primers, shortest firgtyahrhydra it ,
OIaSRZ T?\YR gKAOK LINAYSNA dag:z ™ | o ¥

A Alternatively, iterate between improving PT and CT Pr EMS
alphabetsc an interesting concept Basdid

A PTAK; but transposed. This would be solvable, but
a complex perand-paper cipher. Could use 97 or
08 letters. 97 letters would be difficult to decipher
manually.

A Lewis notes PTAK is highly error prone. o™

A Can we simplify? E.g. Knights move _ Em———
transpositions, skips (like K8jlfence(as in -
US Civil War), etc.




PTAK lag 5, 6, 9, 11, 12, 13 for&edther
letters

AStarting numbering at letter 1: (224 forced, 6474 forced)
APTAK lag 5: 19 T, 61 A

APTAK lag 6: 40 R, 60 E

APTAK lag 9: 43 T, 87 N

APTAK lag 11: 1 A, 40 A, 43 T, 44 E, 52 H

APTAK lag 12: 43 T,49 T, 95 L

APTAK lag 13: 51 T,58 E

AThese are too few and distant from known PT to help

A AN AN A




PTAK lag 7 forces eight other letters

Al O

A9 A

A150

A21C

A40 N

A59 C

A78 K

A84 C

A21 Cis directly adjaceqtad X/ 9! { ¢ Dbhwe¢l 91! {¢¢§
A78Kisclosed . 9w[ Lb /[ h/ Y XY¢§



PTAK lag 7 forcings

O......

EASTNOR

THEAST.

BERLINC

LOCK.
K....C

DOMESTIC
ROMANTIC
VOLCANIC
COSMETIC
FORENSIC
MONASTIC
HOLISTIC
LOGISTIC
HORRIFIC
DOGMATIC
SOCRATIC
ZOONOTIC

ORGANIC
OLYMPIC
OCEANIC
OSMOTIC
ONEIRIC

OF THE DC
ON THE DC
OF AN ARC
ON AN ARC
OR AN ARC
O. MAGIC

WORK
TICK

BACK
LOOK
MARK
THEK
TOOK
DESK
JACK
KICK
LOCK
PICK
TALK
WALK

42



2-word ngrams with EAST and CLOCK from
BeiljingHouse

AMETASTATICEAST 108
APARAMAGNETICEAST 104

AADYNAMICEAST 102

AX

|l YR &2 2y® 9AUKSNI aXL/ 9! {¢é& 2NJ a!
aZéG f A1Sfeé G2 0SS axe¢lL/ 9l {¢éad
g 0§SEGX Y2NB fA1Sfe G2 0SS aXa!
1S TROPI ISTORIC, PLASTIC, SYMPATHETIC, LINGUISTIC, L OGIC, ELE
X o6dzi OFyQi o©0S da! Db9¢L/ & o0SOIF dza S
/I Th/Y X 2hwYX ¢L/YX ¢L/Y{Z ¢L/YLDbD

43



Solving for plain and cipher alphabets

simultaneously

Ab 2 O K A AZBectypf’ & A T Senis fOlsalve only for one alphabet at
once

ACryptoCrackCrypTod?

AThe obvious approach is just pick plain/cipher alphabet, then a swap within
that alphabet

AGromarkconvergence is easy with 24 letters

ADigrafidconvergence is not too hard either

ADOSY S6AUK oc fSUUOSNR SP3Id ac¢l L{ /I
get convergence with letter swaps
APTAK is more like Playfgiwe have to experiment with simulated

annealing parameters like temperature schedules, and different kinds of
swaps to get improved performance



Tricky Ideas

ATake two keywords

ABuild a mixed alphabet from keyword 1/2, unwind the transposition
using keyword 2/1
AL OF yQi NXBIFIftfeée aSsS Fy Slae gte 2F a
keywords
APerform PTAK using either keyword 1 or 2

A2 2dzf R OKS S6SANR YSIFENYySaa LI GaSNJ
ACould we have chosen theR/SO/YP/patterns on edges of Kryptos
OYKAOK INByQu 2y So®3Id ! b¢Lt h59{



Cipher Challenges

A ByrneChaocipher

A Byrne (1953) challenge ciphers in book

A KruhandDeavourChallenge (199@h k5 YR ! k+*+ SNNBNE AYy Lzt A&aKSR i

A Calof Hill and Rubin (2014)found printout in National Cryptologic Museum

A LasryRubinKopall YR 21 O1SNJ 6 HamMc 0 G9EKAOAU cé a2f Haihar@ly T2

Deavoursy 2 N5 (U NJ YAONARLIIAZ2Y SNNENEP® Gd9Y OALIKSNYSY (I -FANBSS ¢

A Feynmar(1987 Usenet post Chris Cole)

A Vierra (2023) usingZDecrypt

A VeryunaestheticR2Say Qi &aSSY G2 oS | aFFANE OKIftftSy3aS F2N
A Code BookSimon Singh) book cipher #5
A Can you crack the Enigma CRichard Belfield) low ICs

A Decipher Puzzlg®Varren Holland 19885) book ciphethttps://kryptos.richardbean.id.au/group/decipher.txt



https://kryptos.richardbean.id.au/group/decipher.txt

Cipher Challenges

A Gilloglyp 2 gt 52dz0f S ttFeFFAN ompdhdpd a¢KS 52dzof S tfFeFl AN UagNy S
added a big clue (i.e. one of the keywords), and hoped that would be enough to make it accessible. However, the Bailish typic
needed quite a lot more material to begin reconstructing the squanegaO dzf LJ ®&E

A Schmel(2020) Playfair 24 and 22 letter challenges

A Solved only with assistance of a colossal language model from 2014

A A massive step up in difficulty from previous challenges (50, 40, 30, 28, 26 letter challenges)

A So short that many phrases already found on web could be solutions to either challenge
Aol P2AR @OAradd f RSFAOASYOEéI aiKS OSNRAOUO g2dzi R 60S KIFf F
AadaATia 0SaG26SR (2 KSNI FEYAf@ESE GLINAGI OGS aSOU2NIAYy Y-

A Schmemeeded to accept a block of solution attempts in order for resolution

A Call of Duty Zombieshallenge cipherttps://www.reddit.com/r/CODZombies/wiki/treyarcitiphers/

A Covering games and comics from Treyarch from 2009 to 2020

A Morbit (ACA 1964), AMSCO (Gaines 1939 from Sc#ittéBtury), Fractionated Morse (Gaines 1939 fr@imaverabout 1910)

A Some ciphers are famous historically but quite obscure for challenge ciphers e.g. Purple

A Leads to familiar questions like: are cipher types hinted at in context? And how can you diagnose a rare cipher from just CT?



https://www.reddit.com/r/CODZombies/wiki/treyarch-ciphers/

Intermission

Pl

Aa20Ay3 2y G2 GKS LIS2LIX S YR GKS



Dieter Binninger (1938
1991)

G! YGSNI F YRSNBY SNFIFYR SNJtlI
Kompostieranlage, Videoillberwachungsanlagen

und- nach der Wendeeine ruckwartslaufende )
DDRI KNEX RAS NBXAGSYRSY ! oal 0l

https://www.wunschliste.de/spielfiilm/binningess
birne

"Among other things, he invented cardboard
furniture, a composting system, video surveillance
systems, and after the reunificationc a
backwardsrunning GDR clock, which became a
oSauasftf SNe

LSS

0

QR

LLLL
XX
L LL

N
IS
—
L\’;\%
SSQ

&%



https://www.wunschliste.de/spielfilm/binningers-birne
https://www.wunschliste.de/spielfilm/binningers-birne

August 1973 Dieter Binninger
Berlin Clock patent

https://worldwide.espacenet.com/patent/search?qg=pn%3DDE2
339482A1

An electric clock can be read from a greater
distance particularly at nighf by replacing the
dial and hours/minutes hands by a matrix of
rectangles which are illuminated by lamps or
light-emitting elements and switched on and
off by the clockwork. In the upper row each
element is switched on after 5 hours, in the
second row hourly, in the third row every 5
minutes and in the bottom row every minute.
The elements can have a different colour and
can include date and weekday displays.

24— 2

508808/0508

72339482


https://worldwide.espacenet.com/patent/search?q=pn%3DDE2339482A1
https://worldwide.espacenet.com/patent/search?q=pn%3DDE2339482A1

John le Caér(19312020)

AGlobe and Mail, 18 November 1989

For a while, in the Cold War's aftermath, the public fascination with
espionage may abate, though somehow I doubt it. The spy writer, like
the trade he shadows, does not disappear, he merely relocates. If the
field thins a little and the quality improves, so much the better for all of
us. If only the same thing would happen to the spdekind man wrote

to me the other day asking me to join him in designing a piece of
sculpture for the CIA's headquarters in Langley, Va. Discretion prevents
me from telling you the theme of his sketch, but it certainly was not a
headstone.



WT A simple code, known by cryptographers as the Caesar
mono-alphabetic cypher, 1s used in the Latin, Its deciphering
15 simple: just substitute the preceding letter in the alphabet:

Latin: xknk ghsuf ibmbki
vINL parle salis

English: xjnf gbsut ibmu
wine parts salt

The English version follows the original in failing to encode the
n in the first word. This chapter provides one of the earliest

known accounts of the making of alcohol. The salt added to the
wine before distillation would aid the separation by lowering the
vapor pressure of water relative to that of alecochol. For a dis-
cussion of the history of alcohol, see Diels (1913, 1924), Degering
(1917) and Forbes (1948). The translators wish to acknowledge
a helpful correspondence on this chapter with Mr. J. J. McCusker
of the University of Maryland.

Another recipe from the same time period is found in the Mappae Clavicula,
which may predate the recipe by Salernus [7, 10, 11, 49]. This Medieval Latin text,
the title of which translates as “Little Key to Painting™, consists of a compilation
of recipes for a number of crafts including metalwork, dyeing and other chemical
arts [7, 11]. It is thought that the earliest version of this text dates to ~ 820 CE, but
available manuscripts consist of only 10th and 12th century versions [11, 49]. The
alcohol recipe is found in the 12th century version, but is not contained in the
earlier version [10, 11, 49]. The recipe from the Mappae Clavicula was written
with portions given in the form of a cryptogram, as shown in the original Latin [7]:

Ad bonum argentum solidandum nedium oboli. De commixtione puri et fortissimi xknk
cum iij gbsuf tbmkt, cocta in ejus negocii vasis fit aqua quae accensa flammans in-
combustam servat materiam.

Schelidt as cryptan

K
(6ot Y
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Scheidhas also contributed to cracking codes in the academic world. He
helped break a Middle Age manuscript that illustrated an alcohol distilling
process byuiding the translator to what he thought was the methodology

that provided the key.

ab2d (22 SEOA
K @S 0SSy I &8s

This enciphered manuscript appears to be tMappae/ f

G2RE &% 0dzi
Iy BSchyidisdid. a

l DA

Ay (K
aKl NBR

Odz | ¢

There's an exhaustive bibliography by Seth Rasmussen Eadligithtion and
the Isolation of AlcoholThe only enciphered manuscript in the list is

"Mappae/ f | OA Odzf I €

https://web.archive.org/web/2009011401374 3/https://mwww.cia.gov/news

information/featured-story-archive/2008featured-story-archive/ed

scheidt.html

alyst (?!)
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https://doi.org/10.1007/978-3-319-06302-7_6
https://doi.org/10.1007/978-3-319-06302-7_6
https://web.archive.org/web/20090114013743/https:/www.cia.gov/news-information/featured-story-archive/2008-featured-story-archive/ed-scheidt.html
https://web.archive.org/web/20090114013743/https:/www.cia.gov/news-information/featured-story-archive/2008-featured-story-archive/ed-scheidt.html
https://web.archive.org/web/20090114013743/https:/www.cia.gov/news-information/featured-story-archive/2008-featured-story-archive/ed-scheidt.html

¢l yaSyu X /L

https://web.archive.org/web/20090114100410/https://www.cia.gov/nevusformation/featured
story-archive/200 Heatured-story-archive/crackinghe-code.html

https://www.cia.gov/stories/story/whefirst-crackedthe-enigmacipher/

https://www.cia.gov/legacy/museum/artifact/enigmaachine/

https://www.facebook.com/photo.php?fhid=959507670730906&id=857515997596741 &set=
1337030547971

G¢KS YIOKAYS 46l a RSOSt2LISR 0
secrets. The Germans bought the patent in 1923 for intelligence
purposes. Polish intelligence was able to purchase an Enigma a
trade falr and procure a codebook from a French agent. When
t2f YR 61 2 OSNNXzy AY mMdodZ |
capabilities to solve the code and gave the information and macl
G2 GKS 1 ffASade

JtFEAY y26 OAGSR Ay 02214 So3d G2ANBtSaa /2YYdzy Al
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https://web.archive.org/web/20090114100410/https:/www.cia.gov/news-information/featured-story-archive/2007-featured-story-archive/cracking-the-code.html
https://web.archive.org/web/20090114100410/https:/www.cia.gov/news-information/featured-story-archive/2007-featured-story-archive/cracking-the-code.html
https://www.cia.gov/stories/story/who-first-cracked-the-enigma-cipher/
https://www.cia.gov/legacy/museum/artifact/enigma-machine/
https://www.facebook.com/photo.php?fbid=959507670730906&id=857515997596741&set=a.861337030547971
https://www.facebook.com/photo.php?fbid=959507670730906&id=857515997596741&set=a.861337030547971

CIYPLOLOCIA July 1999 Volume XXIII  Number 3

AN ERROR IN THE HISTORY OF ROTOR
ENCRYPTION DEVICES

Friedrich L. Bauer

ADDRESS: 19 Noerdliche Villenstrasse, D-82288 Kottgeisering GERMANY

ABSTRACT: Many historians have erred in giving credit for the Enigma cipher machine of
World War II famed to Hugo Koch and not to the rightful inventor, Arthur Scherbius.
This is corrected here,

KEYWORDS: Enigma, rotor, NSA, Hugo Koch, Arthur Scherbius, David Kahn, Arvid
Gerhard Damm, Siegfried Tiirkel, Edward Hugh Hebern, patents, Securitas.




|http:p‘,fwww.tecsec.comJscftware,fengines.html | Go DEC gga: =

P2 ist S O { dpate@edhigh performance cryptographic |, ... 093
I. f 3 2 N‘y\ l] KY‘S’ 9 Dec 1996 - 6 Feb 1997

|http:waw.tecsec.c0ma’

312 captures
9 Dec 1996 - 4 Oct 2024

TECSEC Sales

55
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TECSEC 1999 i 2 dGKg gﬁléLJGZHNJ- LIKAO OSy i SNE

A former CIA official has developed a unique

Pt o e com sz o o R oo e bt
03 > Scheidt, former head of the ClAs Cryptographic
Center, founded TecSec Inc. in Vienna, Va., to
commercialize the Constructive Key Management
‘ Ed Scheidt (CKM) system for symmetric key algorithms. It

2 captures

3 Oct 1999 - 18 Apr 2003 1999 pLilikd

creates a one-time encryption key to access
individual databases, documents, photographs or
e Pruc_'uc-r < Ejk"'-"(_'ku]_)ll ent C“‘J npany l\:L“-'-.-"‘ TL‘C-}‘LJ‘WLLF‘;\‘ ‘ Web p.ages. The system is now in use‘by fede.ral
- agencies and defense contractors, said Scheidt,

who recentlv talked to Computerworld reporter

bytes) Jim Gillogly 7 Jun 1999, 17:00:00 ¥
Ed Scheidt - Founder and Chief Scientist to

tomst...@my-deja.com wrote:

> If you are

> doing just a story on it... It was dropped off in front of the federal

> building by an unknown person some years back. They believe it's some
> quite of substitution (rotating state or something) cipher. No one has

> claimed to drop it off, and as far as anybody knows it's just ciphertxt

> right now. That's all | know anyways.

Ed retired from the Central Intelligence Agency in 1989 as
Chairman of a Cryptographic Center. During his 28 years at the
CIA he combined intense field experience with his
communications background. Ed was involved with the
development of the MobileSTU secure telephone.

Ultimately, he went to the CIA itself. The agency put him in touch with Uh, that was weird. | think just about everything you said must be
wrong. The CIA doesn't let just anybody unload large unknown blocks
. 'l : . of masonry in their courtyard. The sculpture was done by James Sanborn
Ed SChEldt, the retlrmg chairman of its Center, and and dedicated in Oct 1990. Sanborn said that the CIA "will never figure
. _A; 112 " . " it out." The cryptographer was Edward M. Scheidt, retired former chairman
hailed by then-director William Webster as "The Wizard of Codes." A of the CIA'S Cryptographic (1 didn't know they had one until | saw

his bio) and apparently now a beltway bandit. It may be encrypted in
sections using different algorithms. I haven't heard that any of it has
been decrypted. Given Scheidt's interest in key escrow, I'd expect the
key to be hidden in there for somebody who knows what to look for.

quiet, professorial man who favors ties with hieroglyphic patterns,

Scheidt spent four months devising the systems that Sanborn would use.



The P2 Patent

United States Patent [

US006075865A

6,075,865

(111 Patent Number:

Scheidt et al. [45] Date of Patent: Jun. 13, 2000

[54] CRYPTOGRAPHIC COMMUNICATION [57] ABSTRACT
PROCESS AND APPARATUS o L L

A communication system, which includes an origination

[75] Inventors: Edward M. Scheidt, McLean, Va.; C. space, a communications channel, and a destination space

Jay Wack, Clarksburg, Md. associated with the origination space via the communica-

; tions channel. The origination space includes an encryption

[73] Assignee: TecSee Incorporated, Vienna, Va engine for generating an output symbol O, based on an input

) ' ? > symbol I, and means for receiving an encrypt key, an encrypt

text/key relation, and the input symbol. The destination

[21] Appl. No.: 09/108,312 space includes a decryption engine for generating a

. decrypted symbol T', based on the output symbol received

[22] Filed: Jul. 1, 1998 from the origination space via the communications channel

(51] Int.Cl’ HO4L 9/08 and means for receiving a decrypt key and a decrypt text/key

] T e ‘ relation. The encrypt text/key relation controls the encryp-

[52] US.Cl ... ... 380/255; 380/28 tion engine such that O,=o,(t)+my[oy_(D+Ty_,

[58] Field of Search ... 380/28, 9,29,  [otn_oft)+ - . . +70 [y (D+m[L+ag(D]] - . . ]I, mod W, where

380/255 Apry Oz g5 - - - s oy, dy are N+1 additive transformations

defined by the encrypt key, where mty, Ty g, - - - 5 T, 7T, are

N permutations defined by the encrypt key, and where W

[56] References Cited represents the number of possibilities for each permutation

defined by the encrypt key. The decrypt text/key rcllaliorlj

. controls the decryption engine such that I'=m, '[m,”
U-S. PATENT DOCUMENTS [ [y Ty 0oy (O] - © -~
5,375,160 12/1994 Seheidt et al. .....ccoceocveeeueene. 380721 a’L(D]-a'y(D]-a'o(t), mod W, where 7, is defined by the

~a

5,787,173  7/1998 Scheidt et al. .
5,835,597 11/1998 Coppersmith et al. .

Primary Examiner—Tod R. Swann
Assistant Examiner—Todd Jack
Attorney, Agent, or Firm—Rabin & Champagne P.C.

decrypt key as the inverse of the permutation &, where o'y,
Ay s a'y, o'y are N+1 additive transformations defined
by the decrypt key, and where W represents the number of
possibilities for each inverse permutation defined by the
decrypt key.

40 Claims, 2 Drawing Sheets

Is there anything novel happening here?

No pseudocode or details, more like patenting

aframeworkor aconcept
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Unlike e.g. SEAL Bbgawayand Coppersmith
cited here, or RC5, RC6, IDEA, A

Is there anything possibly relevant to Kryptos?
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Sock puppetry fofecSee

https.//csrc.nist.gov/files/pubs/fips/197/final/docs/fips19-draft-
commentsreceived.pdf

GSEGNBYSfeé& KAIK LISNF2NXIyOS¢ a&Odz
Looks more like advertisement foecSethan a genuine suggestion;
Rijndael already selected in October 20007!

10. Kevin McGowan (04/06/01)

From: "Kevin McGowan" <kevinmcg3@hotmail.com>
To: AEScomments@nist.gov

Subject: AES algorithm

Date: Fri, 06 Apr 2001 13:19:27 -0500
X-OriginalArrivalTime: 06 Apr 2001 18:19:27.0820 (UTC)
FILETIME=[1DBE80C0:01COBECE]

I have recently been following the progress and developement of the new AES standard
and although Rijndael is a very impressive pick, | feel that one much stronger algorithm
has been overlooked. TecSec Inc., a Vienna,VA based cryptography company,
produces an extremely high performance cryptographic algorithm called P2. P2 was
developed by Ed Scheidt, the former CIA cheif of cryptography, with the utmost regard
for producing a cutting edge algorithm. | strongly feel that P2 would outperform Rijndael,
and highly recommend that P2 be tested before announcing Rijndael as the standard. |
believe P2 to be a much stronger product and | believe the government would greatly
benefit by looking into P2. - Kevin

Get your FREE download of MSN Explorer at http://explorer.msn.com
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(1997), a book about computer checkers, clafm® K S fathet Q&
was the famous FBI agent / checkers player (1P2g53).

Scheidinot son of FBI A Actually, his father was Edward HerSgheid{(18921976)
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Jonathan Schaeffer

11 B4 Scheidt, personal communication, March 16, 1991. He was a “G-Man” with the FBI in the
1930s. He moved up the ranks, eventually becoming a senior director in the FBI. His son, also Ed
(Edward) Scheidt, is the retired Chairman of the CIA’s Cryptographic Center. Former CIA Director
William Webster once referred to him as “the Deep Throat of Codes.”




Scheidt
birthplace

Erom 26 June_2016 to 21 July 2023, the English, W|k|ped|a page
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fabrication inserted by an eccentric Krygtos fan to m£¢0nka
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Never believe anything at all from Wlklpedla unless you can verify it
from an independent, reliable source external to Wikipedia.



