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2021

Å10 August 2021 ς My άCryptodiagnosis ƻŦ Yпέ paper 
published in HistoCrypt 2021 proceedings

Å20 August 2021 ς Dennis McDaniels one of 1992 NSA 
K1-3 solvers died at 81

Å29 August 2021 ς I solved a Porta cipher published in 
HistoCrypt нлнм ǇǊƻŎŜŜŘƛƴƎǎ ά!ƴ ŀƭŎƘŜƳƛŎŀƭ ŎƛǇƘŜǊ ƛƴ 
ŀ ǎƘŀǊŜŘ ƴƻǘŜōƻƻƪ ƻŦ WƻƘƴ ŀƴŘ !ǊǘƘǳǊ 5ŜŜέ

Å4 October 2021 ς I published my third, most recent, 
K4 Vimeo/Youtube talk άwŜƳƛƴƛǎŎŜƴŎŜǎ ŘŜ Yпέ
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2022
Å January 2022 ς CǊŀƴƪ wǳōƛƴ ό!/! άCLw9-hέύ ǇǳōƭƛǎƘŜǎ ά{ŜŎǊŜǘ YŜȅ 
/ǊȅǇǘƻƎǊŀǇƘȅΥ /ƛǇƘŜǊǎΣ ŦǊƻƳ {ƛƳǇƭŜ ǘƻ ¦ƴōǊŜŀƪŀōƭŜέ 
https://www.manning.com/books/secret-key-cryptography 

Å March-bƻǾŜƳōŜǊ нлннΦ aƻǎƘŜ wǳōƛƴ ό!/! έ¢I9 .w¦Lbέύ ǳǇƭƻŀŘǎ ǎƻƳŜ 
books to archive.org. https://archive.org/details/@moshe_rubin 
Å ά9ƭŜƳŜƴǘŀǊȅ /ǊȅǇǘƻƎǊŀǇƘȅ ŀƴŘ /ǊȅǇǘŀƴŀƭȅǎƛǎέ ōȅ 5ƻƴŀƭŘ 5Φ aƛƭƭƛƪƛƴ όмфпоύ

Å ά/ǊȅǇǘƻƎǊŀǇƘŜǊǎ ²ŀȅέ ōȅ .ǊŀŘŦƻǊŘ IŀǊŘƛŜ LLL όмфстύ

Å ά{ƻƭǾƛƴƎ /ƛǇƘŜǊ tǊƻōƭŜƳǎέ ōȅ CǊŀƴƪ [Ŝǿƛǎ όмффнύ

Å 2 June 2022 ς I played with GPT-о ǘƻ ά/ǊŜŀǘŜ фт ƭŜǘǘŜǊ 9ƴƎƭƛǎƘ ǘŜȄǘ ǿƛǘƘ 
ŎƻƴǎǘǊŀƛƴǘǎέΤ /ƘŀǘDt¢ п 5ŜŎ нлннΦ !L ƴƻǿ ōŀƴƴŜŘ ŦǊƻƳ ǊκŎƻŘŜǎΤ ƭƻǘǎ ƻŦ 
Dunning-Kruger type posts https://community.openai.com/t/create-97-
letter-english-text-with-constraints/18500 ΦΦΦ άƻм-ǇǊŜǾƛŜǿέ ƻŦ нлнп ŘƻŜǎ 
ōŜǘǘŜǊ ōǳǘ ŎŀƴΩǘ ǎƻƭǾŜ

Å 21 June 2022 ς I gave my HistoCrypt talk on K4 in Amsterdam (after Covid 
postponed 2020 physical conference). Learned about άprewhiteningέ as K4 
hint (John Tukey word 1956, Hellman DES 1979, Rivest DESX 1984 in 
{ŎƘƴŜƛŜǊ мффр ŀǎ άǿƘƛǘŜƴƛƴƎέύΦ

Å July 2022 and February 2023 ς I visited Canberra: NKRYPT in front of 
Questacon, and read books in National Library of Australia e.g. David 
{ƘǳƭƳŀƴΩǎ ά!ƴ ŀƴƴƻǘŀǘŜŘ ōƛōƭƛƻƎǊŀǇƘȅ ƻŦ /ǊȅǇǘƻƎǊŀǇƘȅέ όмфтсύ

Å 21 September 2022 ς E-ōƻƻƪ ά!ǇǇǊŜƘŜƴŘŜŘέ ōȅ .ƛƭƭ .ƻƴƪ ǇǳōƭƛǎƘŜŘ 
(Hantman book cipher) https://www.amazon.com/dp/B0BG4LG8XK 
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2023

Å 6 March 2023 ς NSA Dragon Seeds newsletters 
published by GovernmentAttic.orgΦ ά5ƛŀƎƴƻǎƛǎ ƛǎ 
presented as a 5-ǎǘŜǇ ƛǘŜǊŀǘƛǾŜ ǇǊƻŎŜǎǎΦέ 
https://www.governmentattic.org/48docs/NSAdrago
nSeedsNewsletters_1972-1974.pdf 

Å 29 April 2023 ς L ōƻǳƎƘǘ ά.ŜǊƭƛƴέ ƎǳƛŘŜōƻƻƪ ŦǊƻƳ 
Nelles Guides (1991). Describes the main three 
clocks: Set Theory, World Time and Flowing Time 
(interesting yellow/red cover colours)

Å 28 May 2023 ς David Vierra solved Feynman Ciphers 
2 and 3 (published in 1987) assisted by AZDecrypt
https://www.reddit.com/r/codes/comments/13txikf/
solutions_to_feynman_ciphers_2_and_3/ 

Å 24 June 2023 ς After HistoCrypt 2023 in Munich, I 
went to Berlin for one day to visit several clocks

Å August 2021 and July 2023 ς I made extensive 
updates to Ed Scheidt English Wikipedia page 
https://en.wikipedia.org/wiki/Edward_Scheidt 
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2024

Å 5 January 2024 ς 5ŀǾƛŘ {ƘǳƭƳŀƴΩǎ ά{ǳǇǇƭŜƳŜƴǘ ǘƻ !ƴ !ƴƴƻǘŀǘŜŘ .ƛōƭƛƻƎǊŀǇƘȅ ƻŦ 
/ǊȅǇǘƻƎǊŀǇƘȅέ ǇǳōƭƛǎƘŜŘ όмфурύ ǘƘŀƴƪǎ ǘƻ wƻō {ƛƳǇǎƻƴ ŀǘ bŀǘƛƻƴŀƭ /ǊȅǇǘƻƭƻƎƛŎ 
Museum https://5099.sydneyplus.com/final/Portal/Default .aspx?lang=en-US&g_AABJ=vf+183-001

Å 27 March 2024 ς Oranchak, Blake, van Eycke ά¢ƘŜ {ƻƭǳǘƛƻƴ ƻŦ ǘƘŜ ½ƻŘƛŀŎ YƛƭƭŜǊΩǎ 
340-/ƘŀǊŀŎǘŜǊ /ƛǇƘŜǊέ https://arxiv.org/abs/2403.17350 

Å 1 April 2024 ς NSA Kryptos Society newsletters published by GovernmentAttic.org 
όάtǊƛƴŎƛǇƭŜǎ ƻŦ 5ƛŀƎƴƻǎƛǎέ ōȅ wΦ 5ŀƭŜ {ƘƛǇǇΤ Hantman cipher) 
https://www.governmentattic.org/53docs/NSAkryptosSocNwslt rs1994-2003.pdf

Å 5 May 2024 ς Lemmino Kryptos video (up to 5.7 million views as of November 
2024) https://youtu.be/jVpsLMCIB0Y 

Å 11 June 2024 ς With Louie Helm (Beijing House), I solved Klaus Schmeh and Elonka 
5ǳƴƛƴΩǎ нп ŀƴŘ нн ƭŜǘǘŜǊ tƭŀȅŦŀƛǊ ŎƘŀƭƭŜƴƎŜǎ όŦǊƻƳ Wŀƴ нлнл ŀƴŘ !ǳƎ нлнмύ ς 
KenLM models critical ς using large language model of multi terabyte size, 
generated in 2014. Also used normal and positional English 8, 9 and 10-gram 
statistics. https://scienceblogs.de/klausis-krypto-kolumne/2020/01/27/can-you-solve-this-playfair-cryptogram-
and-set-a-new-world-record-3/

Å 20 June 2024 ς Christian Schridde writes about Ed {ŎƘŜƛŘǘΩǎ driveway Mayan 
symbols http://numberworld.blogspot.com/2024/06/ed-scheidts-mayan-symbols.html

Å 6 September 2024 ς έYefimShifrinέ ǎƻƭǾŜŘ ǘƘǊŜŜ нс-letter cryptograms of Lambros 
D. Callimahos 
https://www.reddit.com/r/codes/comments/lezmay/three_cryptograms_of_lambros_d_callimahos/ 
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Years of cryptanalysis 
ŦŀƛƭǳǊŜǎΧ ƛƴŎƭǳŘƛƴƎ Yп

Å /ƻǎƛƳƻ tŀƭƳŀΩǎ Turbolo /ƘŀǇŜƭ ά{ŀƴǘŀ aŀǊƛŀ ƭŀ bƻǾŀέ bŀǇƭŜǎ 
inscription from HistoCrypt 2023 ς seems exactly like 
monoalphabetic substitution, should be Latin, but cannot be solved. 
What is going on? 
https://ecp.ep.liu.se/index.php/histocrypt/article/view/703 

Å Werner Oswald telegram (from 1937/2023) -
https://cryptiana.blogspot.com/2023/09/a-telegram-from-
switzerland-1937.html should be transposition, Spanish

Å ά¢ƘƻǊƻǳƎƘ {ǳƳƳŀǊȅ ƻŦ !ƭƭ /ŜƭŜǎǘƛŀƭ LƴŦƭǳŜƴŎŜέ Prinke and Zuber 
(2020) ς Cod. Alchim. 651 -- a cipher which looks like a 
monoalphabetic substitution in a European language, but cannot be 
solved https://doi.org/10.1163/15733823-00255P01
https://scienceblogs.de/klausis-krypto-
kolumne/2021/01/05/ungeloeste-verschluesselungen-in-einem-
300-jahre-alten-manuskript/ 

Å Rudolf II handbell cipher (c. 1600, Gannon 2020) ς inscription looks 
Ƨǳǎǘ ƭƛƪŜ ŀ άkeyphraseέ ŎƛǇƘŜǊΣ ōǳǘ ŎŀƴΩǘ ōŜ ǎƻƭǾŜŘ ƛƴ 9ǳǊƻǇŜŀƴ 
languages; Keyphrase cipher seen in 1649 (Lasry at Histocrypt 2023 
άǇƻƭȅ-ƘƻƳƻǇƘƻƴƛŎ ŎƛǇƘŜǊέύ ŀƴŘ муон ό5ǳŎƘŜǎǎ ƻŦ .ŜǊǊȅύΦ !ƴƻǘƘŜǊ 
cipher engraved in metal. 
https://ecp.ep.liu.se/index.php/histocrypt/article/view/690 

Å Hantman book ciphers ς using KenLM, mountains of dictionaries

Å NKRYPT, MysteryTwister ±ŀǘƛŎŀƴ όƘŀǾŜƴΩǘ ƭƻƻƪŜŘ ŀǘ ƳǳŎƘύ

Å Perhaps I should look at alchemical ciphers when time

9

https://ecp.ep.liu.se/index.php/histocrypt/article/view/703
https://cryptiana.blogspot.com/2023/09/a-telegram-from-switzerland-1937.html
https://cryptiana.blogspot.com/2023/09/a-telegram-from-switzerland-1937.html
https://doi.org/10.1163/15733823-00255P01
https://scienceblogs.de/klausis-krypto-kolumne/2021/01/05/ungeloeste-verschluesselungen-in-einem-300-jahre-alten-manuskript/
https://scienceblogs.de/klausis-krypto-kolumne/2021/01/05/ungeloeste-verschluesselungen-in-einem-300-jahre-alten-manuskript/
https://scienceblogs.de/klausis-krypto-kolumne/2021/01/05/ungeloeste-verschluesselungen-in-einem-300-jahre-alten-manuskript/
https://ecp.ep.liu.se/index.php/histocrypt/article/view/690


Seaman M.Sc. math thesis (2012)
ÅbƻǘƛŎƛƴƎ ǘƘŀǘ ά9[¸hL9έ ƛƳǇƭƛŜŘ ƪŜȅ όǳǎƛƴƎ YмκYн ŜƴŎǊȅǇǘƛƻƴ ǎŎƘŜƳŜ ǿƛǘƘ Yw¸t¢h{ 

alphabets) for given plaintext BERLIN looks like English:

ÅWhat does a chi-square test say about whether K4 could be English 
enciphered with a transposed English key (e.g. a transposition of the 
plaintext itself; or a transposed running key) with K alphabets

ÅThe test shows the idea cannot be ruled out.

ÅThe chi-ǎǉǳŀǊŜŘ ǎǘŀǘ ŦƻǊ ǘƘŜ άǿǊƻƴƎέ ǘŀōƭŜ ŀǎ ǎŜŜƴ ƻƴ ǘƘŜ ǎŎǳƭǇǘǳǊŜ όǇƭŀƛƴ 
alphabet = A-Z, key alphabet = A-Z, cipher alphabet = KRYPTOS alphabet) 
shows that the K4 letter distribution matches the expected letter 
distribution closely (using plain and key from English text)

ÅTransposed English key would also make it easier to place the KR/SO/T/YP on 
ǘƘŜ ŜŘƎŜǎ ƻŦ ǘƘŜ ǎŎǳƭǇǘǳǊŜ ŀƴŘ ŀŘŘ άŀƳōƛƎǳƛǘȅέ ǘƻ ǘƘŜ ǎƻƭǳǘƛƻƴΦ {ŀƴōƻǊƴ Ƙŀǎ 
ǎŀƛŘ ά¢ƘŜ ŀƴǎǿŜǊ ǿƛƭƭ ōŜ ŦŀǊ ƳƻǊŜ ŀƳōƛƎǳƻǳǎέΦ

ECDMRIPFEIMEHNLSSTTRTVDOHW?OBKR 

UOXOGHULBSOLIFBBWFLRVQQPRNGKSSO 

TWTQSJQSSEKZZWATJKLUDIAWINFBNYP 

VTTMZFPKWGDKZXTJCDIGKUHUAUEKCAR

ÅRunning key papers ς Griffing (2006) and Reddy and Knight (2012). 100 letter 
ciphertexts can be solved about 40% of the time.
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5ƛŀƎƴƻǎƛǎ όŦǊƻƳ b{! ƴŜǿǎƭŜǘǘŜǊ ά5ǊŀƎƻƴ 
{ŜŜŘǎέ мфтнύ
The National Cryptologic School now offers a course in the diagnosis of manual cryptosystems as 
part of the cryptanalysis curriculum. Designed to be taken after completion of General Cryptanalysis 
CA-100, which stresses cryptography and exploitation of known cryptosystems, Practical Diagnosis 
CA-260 teaches the diagnosis of unknown cryptosystems.

Diagnosis is presented as a 5-step iterative process: 

1.  gathering the a priori information

2.  separating the undifferentiated traffic into homogeneous sets

3.  analyzing the sets and making hypotheses

4.  testing and proving the hypotheses

5.  writing a solution report. 

A popular feature of the course is that the student acquires his skills by diagnosing a variety of 
operational foreign language problems from A, B, and G Groups. Statistical and computer 
techniques are emphasized.

This course is scheduled to be given only once in FY73, from 18 Sep-17 Nov. Successful completion 
of CA-100 and an entrance exam are required.
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Principles of Diagnosis (from NSA Kryptos society 
ƴŜǿǎƭŜǘǘŜǊ ά¢ŀƭŜǎ ƻŦ ǘƘŜ Kryptέ aŀȅ нллнύ
1. Look at the data.

2. Let the data tell you what to do.

3. Remember that diagnosticians do not know what they are doing.

4. Use all of the data you can afford.

5. Do not worry that you will not understand the meaning of a result from a diagnostic 
run. Do worry about being able to determine the significance of an answer. 

6. Data quality is important.

7. Know the quality of your data.

8. Believe in yourself and have confidence that you can succeed.

9. Put yourself in a position to be lucky.

10. Cooperate and share data and information and ideas.

11. Document and publish.
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Last talk: what is 
ά¢ǊŀŘƛǘƛƻƴŀƭέ Gromark cipher

Å! άǊǳƴƴƛƴƎ ƪŜȅέ ǎȅǎǘŜƳΣ ōǳǘ ŜȄǇǊŜǎǎŜŘ ƛƴ ǘŜǊƳǎ ƻŦ 
numbers rather than letters

Å Generate a long key without repetitions by starting 
with a five-ŘƛƎƛǘ άǇǊƛƳŜǊέ

Å¢ƘŜ ǇǊƛƳŜǊ ƛǎ ŜȄǇŀƴŘŜŘ ǘƻ ŀ άƪŜȅέ ƻŦ ǘƘŜ ƭŜƴƎǘƘ ƻŦ ǘƘŜ 
ŎƛǇƘŜǊǘŜȄǘ ōȅ ǳǎƛƴƎ άŎƘŀƛƴ ŀŘŘƛǘƛƻƴέ

ÅŜΦƎΦ ŀǎ ǎŜŜƴ ƛƴ ǘƘŜ ŦŀƳƻǳǎ ά±L/ ŎƛǇƘŜǊέ ŘŜǎŎǊƛōŜŘ 
ōȅ YŀƘƴ όά¢ǿƻ {ƻǾƛŜǘ {Ǉȅ /ƛǇƘŜǊǎέΣ άbǳƳōŜǊ hƴŜ 
ŦǊƻƳ aƻǎŎƻǿέύΦ aƻŘǳƭƻ ŀŘŘƛǘƛƻƴ ƛƴ 
ά{ǇȅŎŀǘŎƘŜǊέ ōȅ tŜǘŜǊ ²ǊƛƎƘǘ

Å¦ǎŜ ŀ Ǉƭŀƛƴ ŀƭǇƘŀōŜǘ ƻŦ ! ǘƻ ½ όǘƘŜ άǎǘŀƴŘŀǊŘέ ŀƭǇƘŀōŜǘύ 
and a cipher alphabet derived from a keyword

Å Described by DUMBO in 1969 and Callimahos (NSA) in 
1977
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Iƻǿ άŎƭƻǎŜέ ŎƻǳƭŘ Yп ōŜ ǘƻ άǘǊŀŘƛǘƛƻƴŀƭέ 
Gromark?
ÅHow does Bayesian statistics help when you are trying to diagnose?

ÅCƻǊ ŜȄŀƳǇƭŜΥ ǿŜ ǎŀȅ άǘƘƛǎ ƛǎ ƻōǾƛƻǳǎƭȅ ƴƻǘ ǇǳǊŜ ǘǊŀƴǎǇƻǎƛǘƛƻƴέ ŀŦǘŜǊ 
just one look at the index of coincidence ς 0.03608

Å¢ƻ ŀƴ ŜȄǇŜǊƛŜƴŎŜŘ ŎǊȅǇǘŀƴŀƭȅǎǘ άǘƘƛǎ ƛǎ ƻōǾƛƻǳǎέ

Å.ǳǘ Ƙƻǿ ŎƭƻǎŜ Ŏŀƴ ǿŜ ƎŜǘ ǘƻ ƳŜŀƴƛƴƎŦǳƭ 9ƴƎƭƛǎƘ ǘŜȄǘ ƛŦ ǿŜ άōǊŜŀƪ ŀƭƭ 
ǘƘŜ ǊǳƭŜǎέΚ

ÅThe obvious way is to combine tortured pangrams

Åhttps://davelab6.github.io/pangrams/ -- choose length sum = 97
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Pangram gluing

ÅFor example, these 97 letter texts have IC = 0.03608
ÅFive quacking zephyrs jolt my wax bed. Sex prof gives back no quiz with mild 

joy. Schwarzkopf vexed Iraq big time in July.

ÅPack my box with five dozen liquor jugs. Five jumping wizards hex bolty quick. 
Boxers had zap of gay jock love quit women.

ÅBut the probability that random English looks like this is very small

ÅI had to do something very contrived to get this

ÅThe informational content of these is very small ς they are very 
constrained and there are very few sentences like this

Åά/ƘƻƻǎŜ ǘƘŜ ŜȄǇƭŀƴŀǘƛƻƴ ǘƘŀǘ ōŜǎǘ Ŧƛǘǎ ǘƘŜ Řŀǘŀέ
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Sentence word count

Å97 letter sentences have 9-34 words. 
Å"Recollections retrospectively reconstruct experiential processes into 

expressively progressive traditions." 

Å"All I have to do is run and eat and if I get a chance to write a blog at the end 
ƻŦ ǘƘŜ Řŀȅ ŀƴŘ ǘŀƭƪ ǘƻ DŜƳƳŀ ǘƘŜƴ ǘƘŀǘ ƛǎ ŀ ōƻƴǳǎΦέ

Å¢ƘŜ ƭŜƴƎǘƘǎ Ŧƻƭƭƻǿ ŀ ²Ŝƛōǳƭƭ ŘƛǎǘǊƛōǳǘƛƻƴ Χ
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ά/ŀƴ ȅƻǳ ŎǊŀŎƪ ǘƘŜ 
9ƴƛƎƳŀ ŎƛǇƘŜǊέ 
Belfield
Å Challenge ciphers used pangrams to artificially lower the 

index of coincidence (IC) to less than 0.05

Å How common is it to see an x-letter text with IC < 0.05?

Å Simulate with large corpus (e.g. Project Gutenberg, 
books3) or synthetically

Å Approximate IC by gamma distribution

Å http://www.mountainvistasoft.com/cryptoden/index.php/al
gorithms/churn-algorithm/20-churn-algorithm.html

Å "Junk jewelry jingles, jolts jerky 
jackanapes. Jealous jades jot jabberwocky, 
jerboa jumps jaguarundi.ò IC 0.0633
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Proceed by elimination

ÅTransposition alone is eliminated

ÅPlayfair and seriated Playfair variants are eliminated
ÅSee my HistoCrypt paper for details; IC is a bit low

ÅWe can force a low IC by careful choice of the key found with computer, but it 
is difficult today and would have been very difficult in the 1980s, and you also 
want the KR/SO/T/YP on the edges of K4 of the sculpture. Seems impossible.
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Eliminate transposition and 
substitution

ÅDŀƛƴŜǎ όмфофύ ǎǳƎƎŜǎǘŜŘ ǿƘŜƴ άŦƭŀǘ ŦǊŜǉǳŜƴŎȅέ ƻōǎŜǊǾŜŘ όƛΦŜΦ 
low IC) may indicate transposition and substitution used

ÅHowever, my HistoCrypt 2021 paper (presented June 2022, 
Amsterdam) argued against that

Å[ƻƻƪ ŀǘ нп άǇƛŜŎŜǎέ ƻŦ ƛƴŦƻǊƳŀǘƛƻƴ 9!{¢bhw¢I9!{¢ 
BERLINCLOCK

Å5ƻŜǎ {ŎƘŜƛŘǘ ǘƘƛƴƪ ƘŜΩǎ ǇǊƻǾƛŘŜŘ ςχφ new 
pieces of information

ÅAlso we have extra information: the locations of the 
texts, and possibly extra hint given that texts are at 
positions 21/63 (starting index at 0)
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Eliminate transposition and substitution (2)

ÅAssume plaintext standard alphabet and ciphertext standard alphabet 

ÅLook at pairs of plaintext letters ς some specific subsets of them ς 
what pairs of ciphertext letters do they map to?
Å(why even pairs ς why not triples)

Å¢ƘŜ ǎǇŜŎƛŦƛŎ ǎǳōǎŜǘ L ƭƻƻƪ ŀǘ ƛǎ ǇŀƛǊǎ ǿƘƛŎƘ ŀǊŜ άŎƭƻǎŜέ ƛƴ ǘƘŜ ǇƭŀƛƴǘŜȄǘ ŀƭǇƘŀōŜǘ 
ς meaning the distance between the letters is low ς say 0, 1 or 2 apart

ÅIn HistoCrypt 2021 I looked at distance = 0

Å!ŦǘŜǊ ŎƻƴŦŜǊŜƴŎŜΣ ƭƻƻƪƛƴƎ ŀǘ ŘƛǎǘŀƴŎŜ м L ŦƛƴŘ ŜǾŜƴ άǎǘǊƻƴƎŜǊέ ǇŀǘǘŜǊƴǎ
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Stronger patterns

ÅSetting PT alphabet = CT alphabet = standard A-Z

ÅLook at PT letters 0 or 1 apart

ÅEg ά.έ ŦǊƻƳ ά.9w[Lbέ ŀƴŘ ά/έ ŦǊƻƳ ά/[h/Yέ ǿŜ ƘŀǾŜ ./ ƎƻŜǎ ǘƻ ba 
and BC goes to NP; distances 1 and 2

ÅOf these 34 pairs, sum of distances is 128; look at 128/34 = 3.76

ÅPermute ciphertext ς with 24 letters, a 1 in 5,000 observation

ÅAlso note count of distances <= 3 or 4; a 1 in 35,000 ƻōǎŜǊǾŀǘƛƻƴ όάƪп-
ȄȅΦŎέ ǿƛǘƘ !-Z and A-Z alphabets)

ÅLower probabilities when permuting PT or CT alphabet i.e. not so 
strong
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άм ƛƴ орΣлллέ
ÅWhat does this mean exactly?

Å276 pairs of PT/CT letters; where PT difference is 0 or 1 (i.e. same or 
immediately adjacent), CT difference is 0, 1, 2, or 3 23 times 

ÅThis is extremely uncommon in permutations of K4 CT

Å¢ƘŜ ǇŀǘǘŜǊƴ ŘƻŜǎƴΩǘ ƻŎŎǳǊ ǿƛǘƘ .9w[Lb/[h/Y ŎǊƛō ŀƭƻƴŜ
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Visualizing why this happens

ÅSort the plaintext letters into A-Z order

AABCCEEEHIKLLNNOORRSSTTTT(PT)

KLNMPFGYNTKVZQTQFPPRSRRSV (CT)

ÅMakes you want to write MZPFK for CLOCK because the F stands out 
like a sore thumb. MF much closer than QF. Adjusted version:

AABCCEEEHIKLLNNOORRSSTTTT (PT)

KLNMFFGYNTKVZQTQPPPRSRRSV (CT)
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DŜƴŜǊŀǘƛƴƎ ŀ ŘƛƎƛǘŀƭ άǇǎŜǳŘƻ-ǊŀƴŘƻƳέ ƪŜȅ

Åά!ƭƭ ǘƘŜ ǇǊƛƴŎƛǇƭŜǎ ƛƴ ǘƘŜ ŎǳǊǊŜƴǘ ƳŀƧƻǊ ŜƭŜŎǘǊƻƴƛŎ ƪŜȅ ƎŜƴŜǊŀǘƻǊǎ ƛƴǾƻƭǾŜ 
binary addition of random key streams to digitalized plain language. The 
big-name principles again are Fibonacci, Koken (There is also something 
called Kokenacci, combining the features of both) and ciphertext autokey 
/¢!YΦέ 5ŀǾƛŘ DΦ Boak [ŜŎǘǳǊŜǎΣ ά! IƛǎǘƻǊȅ ƻŦ ¦{ /ƻƳƳǳƴƛŎŀǘƛƻƴǎ {ŜŎǳǊƛǘȅέΣ 
NSA 1973
Å"A Koken machine consists of a set of N wheels, each with a prime number, 

q, of points. The kick of each wheel is some linear combination, mod q, of 
ǘƘŜ Ǉƻǎƛǘƛƻƴ ƴǳƳōŜǊǎ ǎƘƻǿƛƴƎ ƻƴ ǘƘŜ ǿƘŜŜƭǎΦά όhŎǘƻōŜǊ мфрл Ǿƛŀ Frode 
Weierud)
Åά¸ƻǳϥǊŜ ƎƻƛƴƎ ǘƻ ǎǘŀǊǘ ǘƻ ǊŜǾŜǊǎŜ ŜƴƎƛƴŜŜǊ ǎƻƳŜ ƻŦ ǘƘŜǎŜ ŘƛƎƛǘŀƭ ŀƭƎƻǊƛǘƘƳǎ 

and figure out, well how, how do you get that the answer out of something 
ǘƘŀǘ ǎǘŀǊǘǎ ƛƴ 9ƴƎƭƛǎƘ ƘŜǊŜ ŀƴŘ ǿƻǊƪǎ ǘƘŀǘ ǿŀȅέ ς Scheidt 2015 
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Autokey in CIA Reading Room website

ÅMEMORANDUM FOR: OC Equipment Board Members

ÅFROM: [REDACTED]
Secretary, OC Equipment Board

ÅSUBJECT: Minutes of OC Equipment Board Meeting No. 2-76

Meeting No. 2-76 of the OC Equipment Board was held on 13 July 1976. The following persons were 
in attendance: [REDACTED]

ÅThe second and last agenda item concerning the KG-84 cryptographic system was introduced by 
[REDACTED] who stated that the problems to be discussed were uncovered as a result of OC-CS 
attempts to get an early in-depth look at the auto-key features of this system. [REDACTED] then 
proceeded to describe the general features of the KG-84. The KG-84 is a dedicated loop 
encryption device that is part of the overall Tenley program and features remote rekeying and 
variable update. It uses the Saville family of cryptologic, the same used in the Vinson program. 
There are three crypto variables - an update variable (daily), a new traffic variable (monthly), and 
a rekeying variable (3 months - 1 year). The rekeying and daily variables are updated manually on-
site, whereas the monthly variable is usually updated electrically from the remote end.
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Iƻǿ ŎƭƻǎŜ ǘƻ άǘǊŀŘƛǘƛƻƴŀƭέ Gromark can we 
get?
ÅTradition: primer is base 10, length 5, use standard Fibonacci addition of first two terms. 

ÅvǳƛǘŜ άƳŀǘƘŜƳŀǘƛŎŀƭέ ŦƻǊ ŀƴ άanathemathέ
ÅAlso, plain alphabet is standard A-½Σ ŎƛǇƘŜǊ ŀƭǇƘŀōŜǘ ƛǎ άƪŜȅǿƻǊŘ ƳƛȄŜŘέ όŀ CǊƛŜŘƳŀƴ ŀƴŘ !/! ǘŜǊƳύ

ÅPT ABCDEFGHIJKLMNOPQRSTUVWXYZ

ÅCT AJRXEBKSYGFPVIDOUMHQWNCLTZ

ÅKey: ENIGMA (264351)
Primer: 23452
Transposition block
2 6 4 3 5 1
E N I G M A
B C D F H J
K L O P Q R
S T U V W X
Y Z
K:  23452 579772664982037023072537978066
pt : thereareuptotensubstitutesperletter
CT: NFYCKBTIJCNWZYCACJNAYNLQPWWSTWPJQFL
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Gromark ƛƴ άaƛƭƛǘŀǊȅ /ǊȅǇǘŀƴŀƭȅǘƛŎǎ LLLέ

ÅGromark from 
ACA DUMBO 1969
ÅHere explained in 

1977 
όάpentanomeέύ 
ǿƛǘƘ άǊǳƭŜ ƻŦ 
ŎƻƳōƛƴŀǘƛƻƴέ
ÅάYw¸t¢h{έ ǿƻǳƭŘ 

give numerical key 
of 1473625 
expand to 28 digit 
sequence 
11473621473141
47362514736147
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Iƻǿ ŦŀǊ ƛǎ ŎƛǇƘŜǊ ŦǊƻƳ άǘǊŀŘƛǘƛƻƴŀƭέ Gromark?

Å²ŀǎ ǘƘŜǊŜ ŀ ƳƛǎǘŀƪŜ ƳŀŘŜΣ ƻǊ ƛǎ ŀ άǎƭƛƎƘǘέ ǾŀǊƛŀƴǘ ƛƴ ǳǎŜΚ

ÅHow realistic is it we can guess a method given only 24 letters with matching positions?

ÅWhat if we forced the PT alphabet to be A-Z?
ÅHow many of the 24 letters can we match (in sequence?) with a 0-9 key?
Å9ΦƎΦ нм ƭŜǘǘŜǊǎ ŦǊƻƳ ǘƘŜ ŎǊƛōΦ /ƛǇƘŜǊ άtέ ƴŜŜŘǎ ǘƻ ƳŀǇ ǘƻ Ǉƭŀƛƴ άwέ ŀƴŘ ά/έ ǿƘƛŎƘ ŀǊŜ мм ƭŜǘǘŜǊǎ ŀǇŀǊǘ ƛƴ ǘƘŜ !-Z 

alphabet - https://kryptos.richardbean.id.au/gromark.html (Sep 2018)
Å!ƭǎƻ ŎƛǇƘŜǊ άYέ ƴŜŜŘǎ ǘƻ ƳŀǇ ǘƻ Ǉƭŀƛƴ ά!έ ŀƴŘ άYέ ǿƘƛŎƘ ŀǊŜ мл ƭŜǘǘŜǊǎ ŀǇŀǊǘ ƛƴ !-½Φ ά{ƪƛǇέ ǇǊƻƎǊŀƳǎ ƛƴ /

ABCDEFGHIJKLMNOPQRSTUVWXYZ

LAMKFYGNHXIZBTQCDPUVSROJWE

EASTNORTHEAST BERLINCLOCK

0030100202321 61085000... SUM = 34

FLRVQQPRNGKSS NYPVTTMZFPK
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Questions arising
ÅLŦ ƛǘΩǎ !-½ Ǉƭŀƛƴ ŀƭǇƘŀōŜǘ ŀƴŘ άŘƛƎƛǘŀƭέ ƻŦŦǎŜǘǎ ς base is at least 12, like a 
ŎƭƻŎƪΣ ǘƻ Ƙƛǘ ŀƭƭ нп ƭŜǘǘŜǊǎΦ IŀǾŜ ǎƻƳŜ ǇǊƻƎǊŀƳǎ ǘƻ Řƻ ǘƘŀǘ Χ 

ÅHow is the method so simple that KR/SO/T/YP Ŏŀƴ ōŜ έŎƘƻǎŜƴέ ŀǘ ŎŜǊǘŀƛƴ 
locations? Why do PT letters KRYPTOS appear to move little (Materna)?

ÅWhat about autokey? Two major variants are PTAK (plaintext autokey) 
and CTAK (ciphertext autokey)

Å If we assume CT alphabet = PT alphabet = KRYPTOS alphabet as in K1 and 
K2, the implied key is

ÅRDUM RIYWO YNKY ELYOIE CBAQK

Å Is there anything unusual about this? We should be expecting 
ǎƻƳŜǘƘƛƴƎ άǊŀƴŘƻƳέ ǳƴƭŜǎǎ ǇŜǊƘŀǇǎ ǘƘŜ Ǉƻǎƛǘƛƻƴǎ ǿŜǊŜ ŎƘƻǎŜƴ ǘƻ 
give a certain pattern

Åмл ƻǳǘ ƻŦ нп ƭŜǘǘŜǊǎ ŦǊƻƳ άYw¸t¢h{έΣ ŜȄǇŜŎǘŜŘ сΦпс ƭŜǘǘŜǊǎΦ bƻǘ 
uncommon

Å!ǎǎǳƳŜ άƎƻƻŘ ŦŀƛǘƘέ ǇŜǊƘŀǇǎ 

Å In numeric terms from the KRYPTOS alphabet these sum to 224. If it was 
άǊŀƴŘƻƳέ ƛǘ ǿƻǳƭŘ ǎǳƳ ǘƻ όлҌнрύκнϝнп Ґ оллΦ 9ƴƎƭƛǎƘ ƭŜǘǘŜǊǎ ǿƻǳƭŘ ǎǳƳ 
to somewhat less; about 247. Call this the Ksum.

Å[ŜǘΩǎ ǾƛǎǳŀƭƛǎŜ ǘƘŀǘ όŦƻƭƭƻǿƛƴƎ άIƻǿ ǘƻ {ƻƭǾŜ Lǘέ ōȅ Polya) 29



Get ChatGPT to help

ÅIf I pick 24 random values and each of the values is an integer 
randomly chosen from the numbers 0 to 25 inclusive, I need to 
visualize and quantify how "rare" it is if the sum of the values is 224 
or less. Please write Jupyter Notebook code to produce a plot where 
the plot shows how unusual that value is.
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Response

The plot illustrates the frequency distribution of the sum of 24 
random values, each chosen from the range 0 to 25 (inclusive), 
based on 100,000 trials. The red dashed line represents the 
target sum of 224.
From the simulation, we can see that the probability of the sum 
being 224 or less is approximately 0.01993 or about 1.993%. 
This indicates that it is quite rare for the sum of these 24 
random values to be 224 or less, as it occurs in less than 2% of 
ǘƘŜ ŎŀǎŜǎ ƛƴ ǘƘƛǎ ǎƛƳǳƭŀǘƛƻƴΦ 
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Summary

ÅThe Ciphertext is FLRV QQPRN GKSS NYPVTT MZFPK
ÅKSum = 252, top 9.5%; for whole 97 letter CT, sum = 1130, top 13%.

ÅCorresponding Plaintext in English: EAST NORTH EAST BERLIN CLOCK
ÅKSum = 210, In English: top 9.9%, in all text top 0.7%.

ÅImplied Vigenere Key with K-alphabets: RDUM RIYWO YNKY ELYOIE CBAQK 
ÅKSum Ґ ннпΣ ƛƴ 9ƴƎƭƛǎƘΥ ǘƻǇ нм҈Σ ƛƴ ŀƭƭ ǘŜȄǘ ǘƻǇ н҈Σ ŀǎ ŦƻǳƴŘΦ vǳƛǘŜ άKryptossyέΦ
ÅCould this be transposed English? (e.g. as Seaman suggested)
ÅChi-squared tests indicate about 99.6% of English scores are lower
ÅBut it depends on source e.g. 97-letter source with lots of Ks/Ys όŜΦƎΦ Χύ

SAYSTHEMOSTHORRIBLEWORDSPOSSIBLESHESAYSIKNOWWHATYOURETHINKINGYOUREASKINGYOURSELFDI
DMYSTALKERCHECK

ÅMatching to English from Gutenberg/books3, best match has 22 letters in common
WAITINGFORTHEKINGTHEK INGH ADEXP ECTE DTHATEVERYTHINGWOULDBEREADYIN AFEWDA YSBUT 
HEWASDESTINEDTOENCOUNTE (Gutenberg book 25275)

ÅThis pattern is seen in both EastNortheast and BerlinClock cribs
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Consider even positions

ÅRURYONY ς EYICAK ς sum is 95 ς 95/13 ς average 7.3 vs expected 12.5

Åshuffle(pl,13,1); shuffle(pl+13,11,1); - 1 in 1686 (permute known plaintext)

Åshuffle(k4_perm+21,13,1); shuffle(k4_perm+63,11,1); - 1 in 1186 (permute sections of 
ciphertext)

Åshuffle (pl,24,1); - 1 in 934 (permute all known plaintext)

ÅgenerateRandomString(24,pl); - 1 in 630 (random English plaintext)

Å²ƘŀǘΩǎ ƘŀǇǇŜƴƛƴƎΚ 
ÅAre the even positions derived from a keyword, or keyphrase, with monoalphabetic sub changing 
ŎƻƳƳƻƴ ƭŜǘǘŜǊǎ ƛƴǘƻ ƭŜǘǘŜǊǎ ŀǘ ǘƘŜ ǎǘŀǊǘ ƻŦ ǘƘŜ Yw¸t¢h{ ŀƭǇƘŀōŜǘΚ 9ΦƎΦ 9{¢hbL!w ./5CDIWY[a Χ 
WXYZ -Ҕ Yw¸t¢h{ !./ Χ ±²·½Κ ¢ƘŜƴ ƛǘΩǎ t¢!Y ǿƛǘƘ Y ŀƭǇƘŀōŜǘǎΣ Ǉƭǳǎ ŀ ǎǳōǎǘƛǘǳǘƛƻƴΚ
Å[ƛƴƻǘȅǇŜ ŀƭǇƘŀōŜǘ Ƙŀǎ ά!ƳŜǊƛŎŀƴ Ǌƻƻǘǎέ 9¢!hLb {Iw5[¦ Χ 

ÅIf so can we build left or right and work out what keyword lengths would work?

ÅHamid Samak (2018) also noted that E.Y.I.C.A.K was consistent with ErYgImCrAcK 
άƎƛƳŎǊŀŎƪŜǊȅέ ŀǎ ŀ ǊƻǘŀǘŜŘ ƪŜȅǿƻǊŘ http://kryptos.ir 
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Even positions response

The plot shows the frequency distribution of 
the sum of 13 random values, each chosen 
from the range 0 to 25 (inclusive), based on 
100,000 trials. The red dashed line indicates 
the target sum of 95.
From this simulation, the probability of the 
sum being 95 or less is approximately 
0.00635 or about 0.635%. This suggests that 
it is quite rare for the sum of these 13 
random values to be 95 or less, occurring in 
just over half a percent of the cases in this 
ǎƛƳǳƭŀǘƛƻƴΦ 
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LŦ ƛǘΩǎ ŀ ǊŜŀƭ ǇŀǘǘŜǊƴ ǿƘŀǘ ŎƻǳƭŘ ƛǘ ƳŜŀƴΚ

ÅElonka 2006 Scheidt B-Roll call

I was able to be on the conference call when the
New York Times reporter interviewed Ed Scheidt. Much of what Ed said 
did not make it into the article, but here are my miscellaneous notes 
ŦǊƻƳ ǘƘŜ Ŏŀƭƭ ƻƴ ǿƘŀǘ ƘŜ ϝŘƛŘϝ ǎŀȅΦ Χ ¢ƘŜ ǎȅǎǘŜƳǎ ǳǎŜŘ ǿŜǊŜ classical 
cryptography, "not something weird".

Åi.e. could it just be pure PTAK or CTAK with random alphabets? Or 
keyword derived alphabets?

ÅWould we ever find those alphabets?
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Autokey ideas

ÅLŦ ƛǘΩǎ Ƨǳǎǘ classical cryptography, could it be:
ÅCiphertext autokey with two unknown alphabets, perhaps one KRYPTOS 
ǊŜƭŀǘŜŘ όŘƻŜǎƴΩǘ ǿƻǊƪ ŀǘ ǿƛŘǘƘǎ м ǘƻ нмύ

ÅPlaintext autokey with two unknown alphabets, perhaps one KRYPTOS related 
(ptak21 ς widths 5,6,7,9,11,12,13,14)

ÅAlternating ciphertext/plaintext autokey (c-and-p, p-and-c)

ÅWorking with K/K alphabet, but mono sub of plaintext with PTAK (p-bare, 
nothing works)

ÅWorking with K/K alphabet, but mono sub of ciphertext with CTAK (c-bare 10 
to 14)

ÅCould we start with a plaintext word? i.e. a primer. Go back to Gaines
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PTAK results
ÅForcing PT alpha = K alpha, primer length 12 works and converges e.g.
ÅDVANMICTPJXKZLUSGYOBQHWERF as CT alphabet 

Å plaintext = VHPSEDHIGHSMWRIAQIOTCEASTNORTHEASTERMHIHOSTBLARETHMUSADMHUUQZERBERLINCLOCKUBIDUUHKIUVJJSSTANCELAY (ic 0.0490) or

ÅBMZNGUFHPJRKILESDYVXQCOTWA as CT alphabet
Å plaintext = FHASSLAVIUSTHRIASINTCEASTNORTHEASTILQTIHOSTBBAGETUBUSARBTMERZEMBERLINCLOCKSVODETTKTEPTOCYUHRDELHA (ic 0.0584) great IC but 

implied primer DFTTZOFKIFZC not credible

ÅPT alpha based on unwind K xpsn or Wheatstone: KEVAMTIRFWBNOJYGXCQSLPHZDU or 
KAHUOFNPDLXRBIVSGQTEMZYCJW or Hannon ALWHSEPBMXITFQCNYJUGRDOZKV

ÅForcing PT alpha = CT alpha, primer lengths 12, 13 

ÅForcing PT alpha = CT alpha reversed, primer lengths 7, 9, 11, 13

ÅForcing a primer, e.g. ANTIPODES; but unlikely to converge

Å²ƛǘƘ ƴƻ ƭƛƳƛǘǎ ƻƴ ǇǊƛƳŜǊ ƻǊ ŀƭǇƘŀōŜǘǎΣ ǿƻƴΩǘ ŎƻƴǾŜǊƎŜΦ .Ŝǎǘ ǊŜǎǳƭǘǎ ǎŜŜƳ 
to be at primer length 12

Å[ŀƎ т ŀƴǎǿŜǊǎ ŀƭƭ ōŜƎƛƴ ǿƛǘƘ άhέΤ ƭŜǘǘŜǊǎ мΣуΣмр ŀƭƭ άhέ
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Autokey obscure ideas

ÅIt could be CTAK with very long primer. Lowest length that works is 34 
όŜΦƎΦ άǎǳǇŜǊŎŀƭƛŦǊŀƎƛƭƛǎǘƛŎŜȄǇƛŀƭƛŘƻŎƛƻǳǎέ оп ƭŜǘǘŜǊǎΣ 
άandyeshallknowthetruthandthetruthshallmakeyoufreeέ /L! Ƴƻǘǘƻ 
49 letters)

ÅCould be PTAK but starting at end going R to L not L to R 
(8,9,10,12,13)
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PTAK, what else is left?

ÅFind keywords from sculpture?

ÅThen, pick a primer length (lag) value of 5,6,7,9 and 
try pairs of related alphabets (with 26 offsets)

ÅOr, go through primers, shortest first, dyahr/hydra 
ōŀǎŜŘΣ ŦƛƴŘ ǿƘƛŎƘ ǇǊƛƳŜǊǎ άǿƻǊƪέ 

ÅAlternatively, iterate between improving PT and CT 
alphabets ς an interesting concept

ÅPTAK ς but transposed. This would be solvable, but 
a complex pen-and-paper cipher. Could use 97 or 
98 letters. 97 letters would be difficult to decipher 
manually.

ÅLewis notes PTAK is highly error prone.
ÅCan we simplify? E.g. Knights move 

transpositions, skips (like K3), railfence (as in 
US Civil War), etc.
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PTAK lag 5, 6, 9, 11, 12, 13 force 2-5 other 
letters
ÅStarting numbering at letter 1: (22-34 forced, 64-74 forced)

ÅPTAK lag 5: 19 T, 61 A

ÅPTAK lag 6: 40 R, 60 E

ÅPTAK lag 9: 43 T, 87 N

ÅPTAK lag 11: 1 A, 40 A, 43 T, 44 E, 52 H

ÅPTAK lag 12: 43 T, 49 T, 95 L

ÅPTAK lag 13: 51 T, 58 E

ÅThese are too few and distant from known PT to help
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PTAK lag 7 forces eight other letters

Å1 O
Å9 A
Å15 O
Å21 C
Å40 N
Å59 C
Å78 K
Å84 C
Å21 C is directly adjacent ς άΧ/ 9!{¢ bhw¢I 9!{¢έ
Å78 K is close ς ά.9w[Lb /[h/Y ΧYέ
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PTAK lag 7 forcings
O......

.A.....

O.....C
EASTNOR

THEAST.
....N..
.......

..C....

.......
BERLINC

LOCK...

K.....C
.......

......

DOMESTIC
ROMANTIC
VOLCANIC
COSMETIC
FORENSIC
MONASTIC
HOLISTIC
LOGISTIC
HORRIFIC
DOGMATIC
SOCRATIC
ZOONOTIC
 

WORK
TICK

BACK
LOOK
MARK
THEK
TOOK
DESK
JACK
KICK
LOCK
PICK
TALK
WALK

ORGANIC
OLYMPIC
OCEANIC
OSMOTIC
ONEIRIC

OF THE DC
ON THE DC
OF AN ARC
ON AN ARC
OR AN ARC
O. MAGIC
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2-word n-grams with EAST and CLOCK  from 
BeijingHouse
ÅMETASTATICEAST 108
ÅPARAMAGNETICEAST 104
ÅADYNAMICEAST 102
ÅΧ
!ƴŘ ǎƻ ƻƴΦ 9ƛǘƘŜǊ άΧL/ 9!{¢έ ƻǊ ά!w/ 9!{¢έ
aƻǎǘ ƭƛƪŜƭȅ ǘƻ ōŜ άΧ¢L/ 9!{¢έΦ
Lƴ ŎƻƴǘŜȄǘΣ ƳƻǊŜ ƭƛƪŜƭȅ ǘƻ ōŜ άΧa!Db9¢L/έ ǘƘŀƴ 5¸b!aL/Σ {¢!¢L/Σ D9b9¢L/Σ 
ISOTROPIC, HISTORIC, PLASTIC, SYMPATHETIC, LINGUISTIC, LOGIC, ELECTRIC 
Χ ōǳǘ ŎŀƴΩǘ ōŜ άa!Db9¢L/έ ōŜŎŀǳǎŜ ƭŜǘǘŜǊ мр ƛǎ h
/[h/Y Χ ²hwYΣ ¢L/YΣ ¢L/Y{Σ ¢L/YLbD
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Solving for plain and cipher alphabets 
simultaneously
ÅbƻǘƘƛƴƎ ƛƴ άAZDecryptέ ƭƛƪŜ ǘƘŀǘ ς seems to solve only for one alphabet at 

once
ÅCryptoCrack, CrypTool?
ÅThe obvious approach is just pick plain/cipher alphabet, then a swap within 

that alphabet
ÅGromark convergence is easy with 24 letters
ÅDigrafid convergence is not too hard either
Å9ǾŜƴ ǿƛǘƘ ос ƭŜǘǘŜǊǎ ŜΦƎΦ ά¢IL{ /L¢¸ 9!{¢Χέ Χ ά/[h/Y !w9 IΧέ L ŎƻǳƭŘ ƴƻǘ 

get convergence with letter swaps
ÅPTAK is more like Playfair ς we have to experiment with simulated 

annealing parameters like temperature schedules, and different kinds of 
swaps to get improved performance
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Tricky ideas

ÅTake two keywords

ÅBuild a mixed alphabet from keyword 1/2, unwind the transposition 
using keyword 2/1
ÅL ŎŀƴΩǘ ǊŜŀƭƭȅ ǎŜŜ ŀƴ Ŝŀǎȅ ǿŀȅ ƻŦ ǎƻƭǾƛƴƎ ǘƘƻǎŜ ǿƛǘƘƻǳǘ ǘǊȅƛƴƎ ŀƭƭ ǇŀƛǊǎ ƻŦ 

keywords

ÅPerform PTAK using either keyword 1 or 2

Å²ƻǳƭŘ ǘƘŜ ǿŜƛǊŘ ƴŜŀǊƴŜǎǎ ǇŀǘǘŜǊƴǎ ǿŜΩǾŜ ƻōǎŜǊǾŜŘ ǎǘƛƭƭ ƘƻƭŘΚ

ÅCould we have chosen the KR/SO/YP/T patterns on edges of Kryptos 
όǿƘƛŎƘ ŀǊŜƴΩǘ ƻƴ ŜΦƎΦ !b¢Lth59{ύΚ
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Cipher Challenges
ÅByrne Chaocipher

ÅByrne (1953) challenge ciphers in book 

ÅKruh and Deavours Challenge (1990) ς hκ5 ŀƴŘ ¦κ± ŜǊǊƻǊǎ ƛƴ ǇǳōƭƛǎƘŜŘ ǘŜȄǘ ά9ȄƘƛōƛǘ рέ

ÅCalof, Hill and Rubin (2014) ς found printout in National Cryptologic Museum

ÅLasry, Rubin, Kopal ŀƴŘ ²ŀŎƪŜǊ όнлмсύ ά9ȄƘƛōƛǘ сέ ǎƻƭǳǘƛƻƴ ŦƻǳƴŘ ǘƘǊƻǳƎƘ tǊƻƧŜŎǘ DǳǘŜƴōŜǊƎ ǎŜŀǊŎƘΦ Kruh and 
Deavours ƳƻǊŜ ǘǊŀƴǎŎǊƛǇǘƛƻƴ ŜǊǊƻǊǎΦ ά9ƴŎƛǇƘŜǊƳŜƴǘ ǿŀǎ ŘƻƴŜ ōȅ ŎƻƳǇǳǘŜǊ ŀƴŘ Ŏŀƴ ǘƘǳǎ ōŜ ŎƻƴǎƛŘŜǊŜŘ ŜǊǊƻǊ-ŦǊŜŜΦέ

ÅFeynman (1987 Usenet post ς Chris Cole)

ÅVierra (2023) using AZDecrypt

ÅVery unaesthetic ς ŘƻŜǎƴΩǘ ǎŜŜƳ ǘƻ ōŜ ŀ άŦŀƛǊέ ŎƘŀƭƭŜƴƎŜ ŦƻǊ ŀ Ƴŀƴǳŀƭ ǎƻƭǾŜǊ

ÅCode Book (Simon Singh) book cipher #5

ÅCan you crack the Enigma Code (Richard Belfield) low ICs

ÅDecipher Puzzles (Warren Holland 1983-85) book cipher. https://kryptos.richardbean.id.au/group/decipher.txt 
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Cipher Challenges
ÅGillogly bƻǾŀ 5ƻǳōƭŜ tƭŀȅŦŀƛǊ όмфффύ ά¢ƘŜ 5ƻǳōƭŜ tƭŀȅŦŀƛǊ ǘǳǊƴŜŘ ƻǳǘ ǘƻ ōŜ ǘƻƻ ƘŀǊŘ ŦƻǊ ǘƘƛǎ ƪƛƴŘ ƻŦ ŀ ŎƻƴǘŜǎǘΦ Χ L ŘƛŘ ŀ ǉǳƛŎƪ ǊŜǾƛǎƛon, 

added a big clue (i.e. one of the keywords), and hoped that would be enough to make it accessible. However, the British typically 
needed quite a lot more material to begin reconstructing the squares... mea ŎǳƭǇŀΦέ

ÅSchmeh (2020) Playfair 24 and 22 letter challenges

ÅSolved only with assistance of a colossal language model from 2014

ÅA massive step up in difficulty from previous challenges (50, 40, 30, 28, 26 letter challenges)

ÅSo short that many phrases already found on web could be solutions to either challenge

ÅάŀǾƻƛŘ Ǿƛǎǳŀƭ ŘŜŦƛŎƛŜƴŎȅέΣ άǘƘŜ ǾŜǊŘƛŎǘ ǿƻǳƭŘ ōŜ ƘŀƭŦέΣ άŦƛǊƳ ŘŜǾŜƭƻǇŜŘ ǘƘŜ ōǊƛŜŦέ ŦƻǊ нн ƭŜǘǘŜǊ

ÅάƎƛŦǘǎ ōŜǎǘƻǿŜŘ ǘƻ ƘŜǊ ŦŀƳƛƭȅέΣ άǇǊƛǾŀǘŜ ǎŜŎǘƻǊ ƛƴ ƳŀƪƛƴƎ ƘƛǎέΣ άǇƻǎǘ ŦǊƻƳ ƻǘƘŜǊ ǎƛǘŜǎ ǳǎƛƴƎέ ŦƻǊ нп ƭŜǘǘŜǊ

ÅSchmeh needed to accept a block of solution attempts in order for resolution 

ÅCall of Duty Zombies challenge ciphers https://www.reddit.com/r/CODZombies/wiki/treyarch-ciphers/ 

ÅCovering games and comics from Treyarch from 2009 to 2020

ÅMorbit (ACA 1964), AMSCO (Gaines 1939 from Scott 19th century), Fractionated Morse (Gaines 1939 from Ohaver about 1910)

ÅSome ciphers are famous historically but quite obscure for challenge ciphers e.g. Purple

ÅLeads to familiar questions like: are cipher types hinted at in context? And how can you diagnose a rare cipher from just CT?
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Intermission

ÅaƻǾƛƴƎ ƻƴ ǘƻ ǘƘŜ ǇŜƻǇƭŜ ŀƴŘ ǘƘŜ ŀǊǘ Χ
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Dieter Binninger (1938-
1991)

ά¦ƴǘŜǊ ŀƴŘŜǊŜƳ ŜǊŦŀƴŘ ŜǊ tŀǇǇƳǀōŜƭΣ ŜƛƴŜ 
Kompostieranlage, Videoüberwachungsanlagen 
und - nach der Wende - eine rückwärtslaufende 
DDR-¦ƘǊΣ ŘƛŜ ǊŜƛǖŜƴŘŜƴ !ōǎŀǘȊ ŦŀƴŘΦέ

https://www.wunschliste.de/spielfilm/binningers-
birne 

"Among other things, he invented cardboard 
furniture, a composting system, video surveillance 
systems, and ς after the reunification ς a 
backwards-running GDR clock, which became a 
ōŜǎǘǎŜƭƭŜǊΦέ
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August 1973 Dieter Binninger 
Berlin Clock patent

https://worldwide.espacenet.com/patent/search?q=pn%3DDE2
339482A1

An electric clock can be read from a greater 
distance, particularly at night, by replacing the 
dial and hours/minutes hands by a matrix of 
rectangles which are illuminated by lamps or 
light-emitting elements and switched on and 
off by the clockwork. In the upper row each 
element is switched on after 5 hours, in the 
second row hourly, in the third row every 5 
minutes and in the bottom row every minute. 
The elements can have a different colour and 
can include date and weekday displays.
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John le Carré (1931-2020)

ÅGlobe and Mail, 18 November 1989 

For a while, in the Cold War's aftermath, the public fascination with 
espionage may abate, though somehow I doubt it. The spy writer, like 
the trade he shadows, does not disappear, he merely relocates. If the 
field thins a little and the quality improves, so much the better for all of 
us. If only the same thing would happen to the spies. A kind man wrote 
to me the other day asking me to join him in designing a piece of 
sculpture for the CIA's headquarters in Langley, Va. Discretion prevents 
me from telling you the theme of his sketch, but it certainly was not a 
headstone.
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Scheidt as cryptanalyst (?!)
/L! ōƛƻƎǊŀǇƘȅ όέCŜŀǘǳǊŜŘ {ǘƻǊȅέ мф 5ŜŎŜƳōŜǊ нллуύ

ά{ŎƘŜƛŘǘ ώǿŀǎϐ ŀ ŎǊȅǇǘƻƎǊŀǇƘŜǊ ŀƴŘ ƪŜȅ ǇƭŀȅŜǊ ƛƴ ǘƘŜ hŦŦƛŎŜ ƻŦ 
/ƻƳƳǳƴƛŎŀǘƛƻƴǎέ Χ άLƴ мфсоΣ ƘŜ ǿŀǎ ƘƛǊŜŘ ǘƻ ǿƻǊƪ ŀǎ ŀ ŎƻƳƳǳƴƛŎŀǘƛƻƴǎ 
ƻŦŦƛŎŜǊ Χ Lƴ ǘƘŜ мфулǎ ƘŜ ōŜŎŀƳŜ ŀ ŎƻƳƳǳƴƛŎŀǘƛƻƴǎ ǎŜŎǳǊƛǘȅ ƻŦŦƛŎŜǊΦέ (no 
ƳŜƴǘƛƻƴ ƻŦ άƘŜŀŘ ƻŦ ŀκǘƘŜ /ǊȅǇǘƻƎǊŀǇƘƛŎ Centerέύ

Scheidt has also contributed to cracking codes in the academic world. He 
helped break a Middle Age manuscript that illustrated an alcohol distilling 
process by guiding the translator to what he thought was the methodology 
that provided the key. 

άbƻǘ ǘƻƻ ŜȄŎƛǘƛƴƎ ǘƻŘŀȅΣ ōǳǘ ƛƴ ǘƘŜ моǘƘ ŎŜƴǘǳǊȅΣ Ƙƻǿ ǘƻ ƳŀƪŜ ŀƭŎƻƘƻƭ ǿƻǳƭŘ 
ƘŀǾŜ ōŜŜƴ ŀ ǎŜŎǊŜǘ ŀƴŘ ƴƻǘ ǎƘŀǊŜŘ ǿƛǘƘ ǘƘŜ ƳŀǎǎŜǎΣέ Scheidt said.

This enciphered manuscript appears to be the "Mappae /ƭŀǾƛŎǳƭŀέ

There's an exhaustive bibliography by Seth Rasmussen called Distillation and 
the Isolation of Alcohol. The only enciphered manuscript in the list is 
"Mappae /ƭŀǾƛŎǳƭŀέ

https://web.archive.org/web/20090114013743/https://www.cia.gov/news-
information/featured-story-archive/2008-featured-story-archive/ed-
scheidt.html
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¢ŀƴƎŜƴǘ Χ /L! 9ƴƛƎƳŀ ǇŀƎŜ

https://web.archive.org/web/20090114100410/https://www.cia.gov/news-information/featured-
story-archive/2007-featured-story-archive/cracking-the-code.html

https://www.cia.gov/stories/story/who-first-cracked-the-enigma-cipher/

https://www.cia.gov/legacy/museum/artifact/enigma-machine/

https://www.facebook.com/photo.php?fbid=959507670730906&id=857515997596741&set=a.86
1337030547971 

ά¢ƘŜ ƳŀŎƘƛƴŜ ǿŀǎ ŘŜǾŜƭƻǇŜŘ ōȅ ǘƘŜ 5ǳǘŎƘ ǘƻ ŎƻƳƳǳƴƛŎŀǘŜ ōŀƴƪƛƴƎ 
secrets. The Germans bought the patent in 1923 for intelligence 
purposes. Polish intelligence was able to purchase an Enigma at a 
trade fair and procure a codebook from a French agent. When 
tƻƭŀƴŘ ǿŀǎ ƻǾŜǊǊǳƴ ƛƴ мфофΣ ǘƘŜ tƻƭŜǎ ǊŜŀƭƛȊŜŘ ǘƘŜȅ ǿƻǳƭŘƴΩǘ ƘŀǾŜ 
capabilities to solve the code and gave the information and machine 
ǘƻ ǘƘŜ !ƭƭƛŜǎΦέ

/ƭŀƛƳ ƴƻǿ ŎƛǘŜŘ ƛƴ ōƻƻƪǎ ŜΦƎΦ ά²ƛǊŜƭŜǎǎ /ƻƳƳǳƴƛŎŀǘƛƻƴ {ȅǎǘŜƳǎέ ōȅ IŀǳǇǘ όнлмфύ
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F. L. Bauer 1999
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TECSEC 1996
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P2 is ¢ŜŎ{ŜŎΩǎ άpatented high performance cryptographic 
ŀƭƎƻǊƛǘƘƳέ



TECSEC 1999
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{ŎƘŜƛŘǘ ōƛƻ ŎƘŀƴƎŜŘ ŦǊƻƳ ƘŜŀŘ ƻŦ άŀ ŎǊȅǇǘƻƎǊŀǇƘƛŎ ŎŜƴǘŜǊέ
ǘƻ άǘƘŜ ŎǊȅǇǘƻƎǊŀǇƘƛŎ ŎŜƴǘŜǊέ ό²ŀtƻΣ DƛƭƭƻƎƭȅΣ /ƻƳǇǳǘŜǊ²ƻǊƭŘ 
1999)



The P2 Patent
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Is there anything novel happening here?

No pseudocode or details, more like patenting 
a framework or a concept

²ƛǘƘƻǳǘ ŘŜǘŀƛƭǎΣ ŎŀƴΩǘ ōŜ ŀǎǎŜǎǎŜŘ ƻǊ ŀǘǘŀŎƪŜŘ
Unlike e.g. SEAL of Rogaway and Coppersmith 
cited here, or RC5, RC6, IDEA, RSA etc

Is there anything possibly relevant to Kryptos?

ŜΦƎΦ ƭŀȅŜǊǎ ƻŦ ŜƴŎǊȅǇǘƛƻƴ ƻŦ άŀŘŘƛǘƛǾŜ 
ǘǊŀƴǎŦƻǊƳŀǘƛƻƴǎέ ŀƴŘ άǇŜǊƳǳǘŀǘƛƻƴǎέΣ ƳƻŘǳƭƻ 
arithmetic, prime numbers

¢ƻ ōŜ ǳǎŜŘ ƛƴ ŀ ǇǊƻŘǳŎǘ ά±9L[έ ƛƳǇƭŜƳŜƴǘƛƴƎ 
escrow key management



Sock puppetry for TecSec?
https://csrc.nist.gov/files/pubs/fips/197/final/docs/fips197-draft-
comments-received.pdf 

άŜȄǘǊŜƳŜƭȅ ƘƛƎƘ ǇŜǊŦƻǊƳŀƴŎŜέ άŎǳǘǘƛƴƎ ŜŘƎŜέ άǎǘǊƻƴƎƭȅ ŦŜŜƭέ

Looks more like advertisement for TecSec than a genuine suggestion; 

Rijndael already selected in October 2000?!
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Scheidt not son of FBI 
ŀƎŜƴǘ ƻǊ ά5ŜŜǇ ¢ƘǊƻŀǘ ƻŦ 
/ƻŘŜǎέ

ÅάhƴŜ WǳƳǇ !ƘŜŀŘέ ǊŜǾƛǎŜŘ ŜŘƛǘƛƻƴ όнллуύΣ ōǳǘ ƴƻǘ ŦƛǊǎǘ ŜŘƛǘƛƻƴ 
(1997), a book about computer checkers, claims {ŎƘŜƛŘǘΩǎ father 
was the famous FBI agent / checkers player (1903-1993).

Å Actually, his father was Edward Henry Scheidt (1892-1976)

Å¢ƘŜ ά5ŜŜǇ ¢ƘǊƻŀǘ ƻŦ /ƻŘŜǎέ ǊŜŦŜǊŜƴŎŜ ŎƻƳŜǎ ŦǊƻƳ ŀ ²ŀǎƘƛƴƎǘƻƴ 
¢ƛƳŜǎ ŀǊǘƛŎƭŜ ōȅ .ƛƭƭ DŜǊǘȊ ƛƴ мффмΥ άThe sculptor and the Deep 
Throat of codes conducted business only at secret locations, never 
ōȅ ǘŜƭŜǇƘƻƴŜ ƻǊ ƛƴ ǿǊƛǘƛƴƎέΦ ²ŜōǎǘŜǊ ŎŀƭƭŜŘ ƘƛƳ ǘƘŜ ά²ƛȊŀǊŘ ƻŦ 
/ƻŘŜǎέ ό²ŀtƻ мфффύΦ 

Å However, TecSec which Ed Scheidt ŦƻǳƴŘŜŘΣ ǳǎŜŘ ǘƘŜ ά5ŜŜǇ 
¢ƘǊƻŀǘέ ǉǳƻǘŜ ƻƴ ǘƘŜƛǊ ǿŜōǎƛǘŜ ōȅ нлмрΦ
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Scheidt 
birthplace

From 26 June 2016 to 21 July 2023, the English Wikipedia page 
ŎƭŀƛƳŜŘ Ƙƛǎ ōƛǊǘƘǇƭŀŎŜ ǿŀǎ ά{ŀƴǘŀ aƻƴƛŎŀέΦ IƻǿŜǾŜǊΣ ǘƘƛǎ ǿŀǎ ŀ 
fabrication inserted by an eccentric Kryptos fan to match Elonka 
5ǳƴƛƴΩǎ ōƛǊǘƘǇƭŀŎŜΦ

Never believe anything at all from Wikipedia unless you can verify it 
from an independent, reliable source external to Wikipedia.
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