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Agenda

• Quick introduction
• Interception and codebreaking
• Contents and historical context



The team

• Dr Richard Bean
• Mathematician and computer scientist
• University of Queensland
• Combinatorics and statistics are very important 

for classical cryptology

• Dr George Lasry
• The DECRYPT Project
• Computer scientist, specializing in breaking 

historical ciphers

• Frode Weierud
• Expert in historical machines and ciphers
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• Quick introduction
• Interception and codebreaking
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The interception - 1969-1970

The Secessionist Republic of Biafra 1967-1970

Oslo 
Norway

Telex Machine

Frode Weierud



Example Telex - unencrypted - August 2, 1969



Example Telex - enciphered - 5-letter groups

Preamble

Recipient

Sender

Split into 

“pages”
Internal 

Numbers/
Counts



Example Telex - enciphered - 5-digit groups



Message overview
summary



Frequency counts

Likely a transposition cipher
Original English plaintext



Complete columnar transposition



Incomplete columnar transposition



Hillclimbing Algorithms



Initial breakthrough - two short messages



Initial breakthrough - two messages combined

Two columns are not part of the 
message plaintext

BICTRBICTR

NNEDIOOERT



Attempts on other messages

• Cribs
• “PART ONE BEGINS”

• Probable words “Ojukwu”, “Ugwumba”, “Mojekwu”

• Multiple anagramming

• Hillclimbing - various key lengths (up to 25)

• Very long keys - 40 to 100



Second breakthrough - BAL31

Hillclimbing - Key length: 61!



Patterns in the key

Maybe not a key with 61 elements?



The strips method



Additional decipherments - similar patterns



Reconstructing the transposition scheme

All messages solved - including incomplete columnar transpositions



Reconstructing the indicator system

Transposition key from keyword: MATZONEBASTARQUWabcde

abcde - 5-letter indicator, e.g.,  MLSRF

Key length of 21 (rather than 61 used for initial cryptanalysis)



Additional messages - Swedish FRA archives

• Different transposition scheme

• Non-standard

• But simpler and less secure

• Earlier messages and method

• March-April 1968
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What is/was Biafra?

• Either: 

o A secessionist state from 1967 to 1970 

o And/or: Eastern Region in modern-day Nigeria

• Nigeria – population 210m, median age 18; 

1970 population 56m, median age 19; 

urban population 18% then, 52% now (Lagos, Kano, Ibadan). 

• Nigeria population density 226/km2



What was the Nigerian Civil War?

• From July 1967 to January 1970 Biafra attempted to secede
• 1885 – borders of Nigeria determined at Berlin Conference
• Africa divided up between UK, France and Germany
• 1960 – Nigeria gained independence from UK
• 1966 – Coup d’etat, mainly by Igbo officers
• 1966 – anti-Igbo pogroms in Nigeria
• “Republic of Biafra” proclaimed on 30 May 1967 by
Colonel Odemegwu Ojukwu
• Between half a million and a million Nigerians died
mainly from starvation



Books and films about the war

• The Nigerian Civil War – many famous books

o“Behind the Rising Sun” by Sebastian Mezu (1971)

o“Half of a Yellow Sun” by Chimamanda Adichie (2006, film 2013)

o“There was a Country” by Chinua Achebe (2012)



“Behind the Rising Sun” by Mezu (1971)
A two part story: first half is a thinly veiled account of the activities of
Biafra’s diplomats in Paris. Only the names are changed.



“Behind the Rising Sun” by Mezu (1971)

A description of the Biafran Embassy in Lisbon



“Toads of War” by Eddie Iroh (1979)



Is there more context?

A book by Jan-Olof Grahn, published in 2019 about Swedish
Signals Intelligence Agency (FRA) activity in the 
“Cold War” (1947-1991).

Summary of the contents of the messages – compiled a list of
codewords and names; and mentioned a
“transposition specialist” at FRA worked on the ciphers.



CIA Reading Room
In August and September 1968, FBIS (Foreign Broadcast Information 
Service) noticed Biafra/Lisbon radio traffic. Biscaia station detected at 
20877 kHz.



Example FBIS daily report



Example message - raw output

SECRETLSOTWONINETWOF

ORUGWUMBAANDOFROMONU

BOGUREPEATEDOBIANDHH

HYYYCONSTELLATIONDAS

HNEIGHTSIXFIVETWOFIV

ELEFTTHISMORNINGWITH

FOURFOURCASESHAMILTO

NFOURSEVENCASESCONTA

ININGTHREETHOUSANDRO



Example message BAL214

Secret LSO 292

For Ugwumba and O from Onubogu _repeated_ Obi and H.Y. 
Constellation —N 86525 left this morning with 44 cases Hamilton 47 
cases containing 3000 rounds 20 mm for Lashan …

Secret LSO 293

For Ugwumba from Onubogu

There are 2 packages weighing about 60 kilos Part 3 follows. in the 
NOMISER[=Some flight or aircraft?] arriving tonight on which is marked 
P. / P. Materials and consigned to H.N. Onubogu. …



Example message BAL51

Secret LDB 108
For Ugwumba from KOGBARA repeated O and HY. 

Approval is requested for Rev. For Raymond Kennedy 
general manager Africa Concern KOMATRUH[=Ireland] to 
enter FLANDIN[=Biafra]. He travels to MITLAR 18th 
October to position a DC 6 a _repeat_ 6 a TUREEN [= 
airplane] registration number OO GER _repeat_ OO GER 
(BULLIT[= Belgium]) for shuttle to Uli. …

While in DALFON[=Biafra] Kennedy wants to coordinate: 
(A) Special salt flights with Bishop Okoye …



Example message BAL25

Secret FRA 313:

For O from Dr. Obonna.

REF YR TEL FAF 467.

It is necessary to ensure that members of delegation have 
sufficient foreign exchange before embarking on their trip. I have 
cases where they could not meet up their hotel bills and police 
had to be called in …



Names and codewords
table



Faces to names
Michael Ugboma, Rome 1969 (Getty) 1928-
2020

Austine Okwu (5 May 1924-)
Prof Sylvanus J Cookey (9 April 1934-)

Arthur Mbanefo (11 June 1930-)



Lessons (Part One)
• Transposition ciphers are generally easy to identify (frequency count of 

letters, index of coincidence)

• If there is not much ciphertext, or something outside the standard 
methods of complete/incomplete columnar transposition, route 
transposition, or double transposition is being used, solving can be quite 
difficult

• Modern computers can help – speed, n-gram frequency tables, networks 
to download source data and read background books



Lessons (Part Two)
• Collaboration helps

• Stereotyped beginnings and endings of messages help the 
cryptanalyst – especially as preamble repeated in plaintext

• Further understanding has to come from the protagonists in Nigeria

• Five-figure codes are still unsolved



Thank you

Frode Weierud’s CryptoCellar

The Biafran Ciphers

https://cryptocellar.org/Biafra

Cryptologia paper

Richard Bean r.bean1@uq.edu.au
George Lasry george.lasry@gmail.com

https://cryptocellar.org/Biafra/
https://cryptocellar.org/Biafra/
mailto:r.bean1@uq.edu.au
mailto:george.lasry@gmail.com
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